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The role of expertise and technical scientific evidence in confronting artificial
intelligence and metaverse crimes
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Abstract:

This study deals with the subject of technical-scientific material evidence, which
emanates from the opinion of the artistic or technical expert, is subject to scientific and
laboratory examination, and is extracted using modern scientific methods and
techniques that rely on research, scientific reports, and technical expertise to provide
existing evidence in the criminal case and employ it in the field of criminal research to
serve justice in its various stages, ancient, modern, and advanced. Through the Internet,
computers and communication networks (digital forensic evidence) in its various stages,
ancient and modern, throughout the ages up to the present day in light of current
artificial intelligence applications and what is expected to happen in the near future with
metaverse technology

We studied the material, technical, and scientific evidence at many different stages
throughout the days until the present day, in light of the computer, the Internet, the
virtual world, artificial intelligence technology, and the metaverse, which we now
encounter and surround us through Internet networks, computers, smart phones, and
other technologies and platforms that have facilitated our lives and pose a danger to
individuals. institutions and communities
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This study shows the importance of technical physical evidence and digital evidence at

crime scenes, cybercrimes in their various forms, virtual world crimes, and images of
violations that occur in metaverse technology, in light of the legislative vacuum that
exists in the face of all. There is no doubt that the current criminal laws are passive in
the face of successive technological developments that... It cannot be dealt with
criminally, except through existing criminal texts

We have faced a number of problems, including the problem of collecting scientific
evidence, as it is a complex and arduous process to reach the truth, confess, and extract
the truth from slander, which sometimes exceeds the competencies, scientific
capabilities, and experience of the investigators. This is due to the perpetrators’ use of
the latest knowledge in committing these new crimes. Criminal professionals exploit
advanced methods and advanced technical tools to commit their crimes, especially
cross-border organized crime, electronic and information crimes, Internet crimes,
electronic blackmail, data theft, terrorist financing, and other modern crimes, including
mobile crimes, all the way to artificial intelligence and metavirus crimes.

In addition to the difficulty of identifying the types of these new crimes and identifying
the criminal who committed these crimes and renewing the users, shareholders and
tycoons in the new and expected metaverse crimes, in addition to the faltering
application of legislation and laws as a result of the accelerating pace of the emergence
and multiplicity of these crimes and the development of crimes, which often precedes
legislation because it is in a terrible acceleration that threatens societies, individuals and
all institutions, there is a need to Legislative amendments keep pace with this terrible
hypothetical criminal acceleration

It is necessary to introduce new, modern means in the process of detecting crimes so
that criminal policy has a positive and effective role in combating new crimes and to use
modern techniques, methods, methods and tools to identify and identify people and
perpetrators, reveal users, contributors and perpetrators, study the mechanism of crime
scene work, search for traces, establish evidence of proof and conviction, bring
perpetrators to justice and apply penalties. In pursuit of criminal justice

Keywords: Stages of applying scientific technical evidence in criminal proof - digital
evidence and applications of artificial intelligence in the criminal field - artificial
intelligence crimes and the metaverse - digital scientific evidence in the virtual world
and the metaverse
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