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Abstract:
This study has spotted the light on the electronic crimes and the safety of the financial data in the

banking sector. The first unit tackled an introduction about the electronic crimes in both of the
financial institutions and banks, and its different kinds and its global size as well. For the second
unit, I have talked about the resources and risks challenges in the financial institutions and banks.
This study also gives the safety standards and the transparency of data and banking systems in the
third unit. At last, | have tackled some pieces of advice and instructions given to the customers in
how to deal with the recent electronic activity to contribute in the banking transactions safety. And
these security measures can protect people whom use e-banking to limit the personal data theft or
the piracy of the agent’s bank account.
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Cybercrime: Top 20 Countries

Source : Enigmasoftware :" Top 20 Countries Found to Have the Most Cybercrime",
(http://www.enigmasoftware.com/top-20-countries-the-most-cybercrime/).
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BT - ACH /wire (account takeover)
B226 - Third-party POS skirmming

Source : John P Mello Jr: "Phishing in Top 3 Fraud Threats for 2010™, 20 January, 2011,
(http://www.allspammedup.com).
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* Tout le monde ou presque et méme les plus jeunes connaissent aujourd’hui les variétés de virus qui sont les plus
fréquents sur cyber espace. Les «Trojan Horses », « Spywares », « Malwares », « dialers ».

11 Michelle Lafitte, Les Systémes d'Information dans les Etablissements Financiéres, Presses de
Jouve, Paris, France, 2000, P. 230.
12 kaspersky Lab : "cyberthreats", (https://www.kaspersky.com).
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“Un cheval de Troie (informatique) est un type de logiciel malveillant.
** Denial-of-service attacks: A denial-of-service attack (DoS attack) or distributed denial-of-service attack (DDoS
attack).
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19 flashpoint :"Flashpoint Year In Review: 2022 Financial Threat Landscape”, (https://flashpoint.io).
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22 Représentation de la triade D, I, et C. Un quatriéme est aussi souvent utilisé (sous différents
noms) , Tracabilité, Imputabilité, ou Preuve , http://fr.wikipedia.org/wiki/Sécurité_de_information
23 The Deming Cycle, refers to a four-part management method that preaches continuous
improvement. The Deming cycle is made up of: Plan: Choose a process and set objectives Do:
Implement the plan and begin collecting data on the results Check/Study: Analyze the results using
statistical methods Act: Decide what changes to make in order to improve the process The Deming
cycle and other similar continuous improvement models have been integrated into business and
enterprise software. The Deming cycle is also referred to as plan do check act (PDCA), plan do study
act (PDSA), the Shewhart cycle, the Deming circle and the Deming wheel.
http://www.techopedia.com/definition/28058/deming-cycle
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