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Abstract

This study aims to know the importance of information security and
privacy in the digital age in front of the phenomenon of electronic
espionage and its impact on the right to privacy, and this requires the
provision of mechanisms to protect and secure personal information. ,
which in turn will explain to us the violation of the right of information
privacy by spyware and also search in the mechanisms and methods of
combating it, and we have presented some models in which some networks
and smartphones were hacked by the “Pegasus” spyware, to show in the last
the importance of the security of electronic networks from the risks that It
can occur if it is not available, and the study found the need to adopt urgent
steps to counter the spread of spyware, in addition to stopping the use and
sale of hacking tools for personal devices until a system of adequate
safeguards is put in place to protect human rights.

Keywords: Espionage prigrams, Spying prigrams. The digital age.
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