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The deepfake and digital propaganda in the age of digital empowerment:
An exploration of models and conjectures
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Abstract:

The advancements in artificial intelligence (AI) technologies have significantly contributed
to various applications in human life, and their impact readily observed in our everyday existence.
However, recent developments in the field of (AI) have gained notable prominence in recent years,
particularly with a focused utilization of (AI) algorithms for the creation, modification, and
manipulation of audio and video segments. Notably, contemporary (Al) algorithms have introduced
a distinct challenge that never been encountered before, characterized by their remarkable ability to
generate genuine audio and video clips that have not been previously recorded or manifested in
reality. For example, Al experts can create authentic-sounding audio and visually realistic video
segments featuring well-known personalities, celebrities, or prominent politicians, engaging in
comical or inappropriate actions. Such capabilities of modern Al algorithms pose unprecedented
problems, including threats to individual privacy, reputation, and even national security, contingent
upon the targeted individuals involved. These fabricated videos, primarily aimed at distorting
perceptions, essentially seek to deceive and manipulate the cognitive faculties of viewers.
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