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The role of proactive strategies in the face of cyber attacks
- cyber-deterrence model -
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Abstract:

In the wake of the events of September 11, 2001, the United States of America
found itself facing new threats of a higher level than during the Cold War. It is not
about confronting a similar party, but groups that are not subject to any authority or
even other threats that have not been committed before. The importance of preventive
methods, especially when it comes to changing and evolving threats such as
cyberspace, which has become one of the most important aspects of human life and
one of the basic tools in the strategies of countries

.There 1s no doubt that information security is one of the red lines that affect
national security because it has a network link with the vital sectors of the state,
which requires the existence of proactive strategies to prevent possible cyber attacks,
and there have emerged many strategies and perhaps the theory of deterrence is the
most important, Detailing this strategy and addressing its aspects and the extent of its
relevance to cyber reality, which is completely different from the military field and
other areas in which this strategy is applied.
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