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Abstract:

This research paper aspires to highlight on the indicators of the escalation of the use
of cyber warfare in relations between countries, and to find out the reasons for this
development. It guides the reader toward a healthy skepticism of some accepted “truths”
about cyber warfare, as well as the most prominent policies adopted by international
organizations. An attempt to control, contain or quantify the ramifications of this war by
organizing cyberspace rules of engagement and dealing with this new warfield.

The study also attempts to demystify the concepts surrounding the study of cyber
threats, especially the possibility of cyber warfare by focusing on some historical events
and major discussions within the government and academic departments and providing a
clear vision about scenarios for the future of global security in light of the trend towards
cyber wars.

Keywords: Cyber warfare; cyberspace; Cyber weapons; cybersecurity; global
security.
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