673-660 | (2024)1s> <0133 (09 laal Ly 45530 Silay Alaa

bl Ehail) clles o ojily A sV adladl agaall jlal) aylall
The cross-border nature of cybercrime and its impact on criminal investigation

processes
e Al 2 * b ol s
Sl Rl — e s Axals Sl Al — e s Axals
Avocat.amri@yahoo.fr benferhat.noureddine@univ-medea.dz
2024/06/30 &) f 2024 03/ 14:0 s:8Y ey i 2023 [9/18:Jlu¥) fi

tpedla

Al Hseh o dun lae capaall Bylall Wil s daalle laad 4 jSIY) Qiball 4als
S a5l Gaua 8 Al 038 Cilaal Jaam L Jsall Balas aljial 85 puing (alaial) gl
Lalid) 31Y) sa tagll mgiall ey cllaall Baail sl colulpd) yyskiiy ¢ Jaall oglaill 5aiy
s b Al sl ol Al (3l saaetie JSLie il maagi Lagaadl e eyl Ailall oda agl
Sl (alaiaY) e aing paes ¢ sl gkl AaKSs e gil) (& (allig ¢yl

ranll & g S Ghall b Gasl Gliga o ssall alid il oda dpeal i
Op A3l & ¢ Al alaiaV) st 8 4l o deally leay Ld ola alagl Jslaas ¢ o)l

r AN Baaaill 35 pm g Jsall Balaus aljiald 8y pa
sl Lagasll Bplall daplall L alatal) &5l L Jeall Balus LAy, pSIY) Qi) tAalide clals

~ s ATy

Abstract:

Cybercrimes pose global challenges due to their transboundary nature, leading to
jurisdictional conflicts and the imperative of respecting state sovereignty. This necessitates
multiple objectives, including enhancing electronic investigation efficiency, administering
justice, fortifying international cooperation, and refining policies and legal frameworks.
Employing a descriptive methodology facilitated comprehending the impact of cybercrimes
and their cross-border ramifications

The results underscored deficiencies in international cooperation, delays in legislative
development, inadequacies in public awareness, the financial burdens of technological
advancement, and ambiguity surrounding jurisdictional principles. The significance of these
findings lies in comprehending the challenges in cybercrime investigations and the critical
need for bolstering international collaboration, improving public awareness, and advancing
cybersecurity measures on both national and global scales.

Keywords: Conflict of jurisdiction-Cross border nature-Cyber crimes- Cybersecurity-
Electronic investigation -State sovereignty.
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2%0.N.U. Manuel des Nations Unies sur la prévention et la répression de la criminalité informatique, New York, Nations
Unies. 1994

“COMITE EUROPEEN; la Recommandation N°(89)9 sur la criminalité en relation avec Tordinateur et le Rapport final
du comité européen pour les problémes criminels, Strasbourg, 1990,p98.
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27 CONSEIL DE L'EUROPE; la Recommandation N°(95) 13 sur les problémes de procédures pénales liées a la

technologie de l'information et exposé des motifs, Strasbourg, 1996, p 188.
8 CHAWKI Mohammed «< combattre la cybercriminalité » op.cit., p 333.
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