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Abstract :    

 The evolution in the information and 

communication technology, and the emergence of 

the Internet with all what it carried as progress and 

services, this is not passed peacefully on the world, 

because as much as it affected positive issues and it 

changed in communities life style and contributed to 

the development and progress in all fields, 

particularly electronic transactions, as much as it had 

a negative impact on people's lives and interests of 

the states, all of this was reflected in the adaptation 

of the internet and electronic means to be a world 

from the worlds of crime, and so came into being the 

electronic crimes of various kinds, and we will try in 

our research that address the development of 

electronic transactions and the definition of what the 

cyber-crime and what the mechanisms to ensure 

combating it.    
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 أو�F]ز��و��L "#o 3�̂رة  g�1}Vĉ F	
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{ا 3Wĉ b.ا} *%�̂ �} {أن {t#ن ��} } دي،Gا} \p)
{أو{ا Å�̂ 
{ا :`�} {ا.-��ل ��} 3$ô 
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%="وA'3{ا
�Br}OPد{أ�E{ا�}Q�̂ا b.ا}Qqأ}E�:  

L'3{-أqت{�ر�Wb.ا :}̂ ،{�Fk}�Lاه{�1qرu!وأ}Brا� 	F�}�L}�(أ}E�}U+A"=A�
}3'
���}3F'$�
̂!3{ا �	Gت{ا�Wb.ا}E�}"#S%
ا,	�Ud{ا


ر,ت{�Brد{أ�E{ا
�وW�}:;إB d�}ى�	FG3{ا.  

{ا3W£)G{-ب 3Wĉ b.ا :}�'(��ĉ^{و W�{و �'�j�} ��} U+A"=A�{و ل���} ��{و, ��} 3t	Gا} ت'Au��} 3W£)Gا} 3Wĉ b.ا} تL��} Ud�	,ا

3
̂{و,�� J+L}3'�̂ا ت{�)'dWF
ا̂�'3{و�(p'�{ا ت{�)��jG10ا  .  

ي̂ {-ج %p
��E{اL}3,Gا}Q�̂ا b.ن: ا#L}E�}̂ي %p

d	E�1}Ó $?}}:`�}"#�{{ا}m̂ !}U+A"=A�}i�Fk}�'t}،U+A"=A�}"R�}3$%�̂ Gا}Q�̂ا b.ا}̂ أ<�

Hv·�p
{d>}��JK~{ا�}�q3{وĉ %p

3Wc0�d{ا}3_̂ �}�dF�?}W�}�dW4{L}تFW	��}�'
 �  .�F	 �ات{و


%="وih{-د�}ÔJ�	
3Wĉ{ا ( :L}̂��ن �Gم{ا� ?}�'t}"#$4}�ugn}3'JJ�	
ل{اW�1}U+A"=A�}3%$�}Ud�,}ص{أو¤¬1}:`�}ÔJ�	


�eو} 3'J+�ر} {أ�qاف {��ث 3'���dFGا}^��} ��} ÔJ�	
{ا 3'dW�} {و�B�Jkف ،3')��
{أو{ا 3'
{ا
�و تJ,sGأو{ا} ي̂،{: ا
�ول %JF
{ا ÔJ�	
ا

دي�	a�}ÔJ�	
OvÑ،{وا'J
  .11وا
	�ÔJ{ا


�����م�و����ل����ا������-4- 1������  :وا"!�� ا����

1 -4-1-  �� �
�������� �و����ل� ا�� �وأر"�م ��م b��:?:}}̂ة q�} ز̂ت L} Ov·Gا} ن̂  
{ا ت)'F$,}^>أوا}^��'$W%
{ا {ا,	�jام {�'�ع \�

{�Lا {ا
�ي {ا
�dJك ��Xل} �} ̂�ن {و, ،3'Aو"=%
�} 3)m̂  
{و�e{  ا {ا
�ول، {L#ن Egk} �̂ t} ،'(�
�)%	
L} {���!#ن اq̂ #ن G} ا̂! XAا} {�Lا?	� ��

��ت{ا
(�و3c{و�pGN}3c�'t}تÕgÒ�}د�Br}:;و̂ج{إ {ا.¤ �
ا̂د{ ا̂را{�{? 
$(�ك{ودول{وBr	8{أ,}3?� )
ت{اA0وjGا}̂ ���}W4}ء�̂ �%
ت{ا�X

EdF
{{12ا �0ا?�} ،3'G�} تA{و�' مaأر} Upg4و} ل،���{و {���م '(�
�)%�}Q�̂ا {�,	�jام{ ) {اª=Gا?� \,�	
{ا \�} ،Q
F
{ا ءXAأ} Vd	j�} ��

G}3,درا} ت̂ �UA"=A{و1)�0ة{ا
�4'3،{وأ��}\a�"لم{د?�	aأر "Îd$?}،3'Aو"=%
�}Q�̂ا b.ت{واWb�
{ا ?�d'�ن{�J	�jم{{555أن{��د{§-

}E�}"´4وأ}،c�),1.5}}qت{و��دc�q}3â ,}Q�̂ا b.اع{ا�Aت،{وأ4´"{أWb�

��ه{ا}3'A�}�N}3'-§}\ ��d'�ن{{d�224'�ن{§-'3{?��'،{��{t#ن{

ت̂ 3â،{وأ�� , �ÖW	(�}�mا�	
،{إذ{UÒ'L{أن{أE�}"´4{{ا
�را,3{أن{��اa\{اa41´"{ا<="ا}�e600}}'��?}�aا<="ا}Q	?}ك�$J+!}بJt}V
أ

�a}ikرت{Lـ{��dFGا}E��
}3��jG3{اc�)J
�t}��}UAود{{100و�'UÒ{ا
�را,3{أن{ا
3pdu{اN}��Fn}،ر{دو�ر'd�63,1}}3),}ر{دو�ر'd�2011}،ـ

} وز�	�} {أن \a�	Gا} E120و�}} 3),} ر{دو�ر{�dXLل'd�2017 1334̂ �} ��̂ gh}^ĉ  �} *Jtو} ، ihا"R'J
{ا E�1} ر[\g�)CYBERSECURITY 

VENTURES (ان�)Fn :Cyber Security Economy predictions 2017-2021}�	W'a}�}~p)+,}Q
F
dĉ'�ن{دو�ر{<�ل{ا
p="ة{ا
È!}،1}}OPن{ا �
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}E�}�	W�2017}}3?o}:;2021ا}!uG}ihا"R'J

%="وA'3{و{��{�qا{��ر{! �{!}�bï	�t}Åا;�{�`:{�(	�ت{و<��ت{E�1{ا�}3Wĉ b.3{اX

��E{ا
R'J"اih{<�ل{,(3{L}3m>}3p'ن{و��'d�2016}�;ا�XL}0bð}ك)q}ن�u?}أن}\a�	Gا}Eم{{{1,5،{و�  .d�142019'�ن{و�'3p{<�ل{�

�	WGة{ا"=p
ik{<�ل{ا��dFGأو{ا}ihا"R'J

'E�1}V{اu�?3{{2011ة{�E{وا
�ug{ا�Gا;�{?�§�{���ر{o}:;2021وا.  

  

م{د?�'	ل{و{: ا�I,رaأر}\a��}ت'�F�}:`�}داW	ن{ا�#St$
  . E�cybersecurity ventures{إ��اد{ا


�<="اق{<�ل{,(3{}_̂ Fk}تN̂ g
ت{أو{اJ,sGا;�{?$#ن{أ4´"{ا�Gا}�ug
  .2015وا

  

م{د?�': ا�I,رaار}\a�G}3,دا{�`:{دراW	ن{ا�#St$
;��E{ا��اد{ا	
ل{�`:{اa�G\{ا	: 

http://digital.argaam.com/article/detail/112326  

ب̂{ ik،{ا.-��dFGا}ÔJ�	
�L}،3âا!\{ا J
ا̂�E�}Q{ا)�{ا {L#ن{{)�}UÒ?$�}� !}ik��dFGا̂م{ا (ò
}3',
�dوا!\{1,}3$JÒ
L}أ�

E�}اق"=>�
%="وA'3{أو{� }*JÒ
3{�،{وا
�ug{ا�Gا;�{?�§�{ا'�a}�(8أ
�
}3dL G3{اc�ÕGا.  

  

;�: ا�I,ر	
م{د?�'	ل{�`:{اa�G\{اaار}\a�G}3,دا{�`:{دراW	ن{ا�#St$
 �E{ا��اد{ا

http://digital.argaam.com/article/detail/112326:   
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�t}OIا;�{F
د{ا�	a�}3'Aو"=%
�}Q�̂ا b.ا}�$%�dĉ'�ن{دو�ر{�dXLل{,(3{{6و�E{اG	�a\{أن{ �2021}_}�e3{وdb¥Gا}̂ �J¤.ا}VF

} 3),2015}} {�XLا;� {دو�ر{3واG �رة dĉ'�ن �15}}3A'm} 3pdu	
} 3�'[A}أو} 3�q} ت��dFو�} تA'L} {! �ان *�Jn} {إ� ��Xث}^�J¤.وأ4´"{ا} ،

}8
ت،{وا
�ug{ا�Gا;�{?�§�{ذN̂ g
3â{أ��ال{�E{ا ل{و,'	tا}*�Jn}اق{أو"=>�ت{'dW�:  

  

د: ا�I,رW	ن{ا�#St$
;��E{ا��اد{ا	
م{د?�'	ل{�`:{اa�G\{اaار}\a�G}3,ا{�`:{درا: 

http://digital.argaam.com/article/detail/112326  

}OP),}ل�>})gK�}� 
?`�{2016و{{2015و�}�Wqأ}�F
m̂(3{و  
  :ا
�t}E�}�?�Fادث{�<="اق{وا

1 - }3),}E�}"RW	�,}��2016 و�q?}34̂ �}Upg4}،)yahoo (â m̂(3{و, a}ت'dW�}"R4أ}E�}"R	F
ُ
k}3'dWF
،{�qه{اB ��j	J�}تA'L}ة�� 
}3

ت{أ4´"{A'L}:`�}3)m̂ا  
� ('��t}�'t}،3{ا}34̂ g
}õcر	
m̂(3{��{ا  
ت{ا'dW�}"R4أ}E�500}}ÔpA}E�}"RWJKم{،{و{��{د�j	J�}ن�'d�

�'[,�}Q�}�a}م�j	J�}ر'd�}E�}"´4ت{أA'L}ن{L}U)dأ�}�'t}̂ى 
���3{أ<}،�JpA}34̂ g
̂_U{ا Fk}3)J
و̂_3{ا F�}UX$mوأ}B d�}ء

}د?�	aا} 3'%ĉ �1} 34̂ g
{ا Q�,أ} E�} U�p>} {ا.-�ادث {�qه {�'�د، õcار��{و V�{�qا مaوأر} �1ن} 3dÕ,وأ}^J
{ا تWdN} BC�} ،} \'$d


{�ugn{�½-�ظ
ً
 .16وإ���'


Q{?�م{ - 2F
21/10/2016
 �{وا)�{�J	�t}UA"=A�}���jل{ا�̂ 

%="وA'3{ا�}\aا�Gت{��{د<�ل{ا��Fm}،}��}U�$Jk}3dugGه{ا�q3،{و'J+

}\a��}*JX3،{و�'Aو"=%
ت{إWbø}3dugGأن{,�*{ا}E�}ء$Aد̂د{أ �}\�}،Q
F
̂_U{أBusiness Insider}Qq , �ط{أQq{��اa\{ا Fk}� !}،

̂�ن{�E{ا.3��¤{ 
��bم{ا.-}Q
F

DDOS (UA"=A�}Q(��اa\{ا�}��}
ً
��'�} 3'Aو"=%
ت{�Wb�
 �B�JKف{ا
�ي{ و وا
�ي{FK	R"{أ4´"{ا

DNSان�)�} {إ;: \a�Gا} {�(�ان 3W(̂ �} :`�} �WFk} {إذ ،UA"=A�} 3��£)�} ��} ة̂  !} Qqأ} �eو} ،  IP}U_̂ Fk} OP
{ا 3'J+�̂ 
{ا \aا�Gا} ز̂ Lوأ} ،

�e}ط� Jd
 Amazon ،Twitter ،Spotify ,Etsy Github  17. 

3 - 3)m̂ا a}�
ق̂{<� ,}،õcر	
3Wĉ{إ
%="وA'3{��{ا (}"R4أ}�Aون{أ� 	FK}W�}ن�  X�}Vg4}}Q
F
�UdW{(روس{�E{ا
L}E�}�?�F(�ك{دول{ا

رف{��{ا
�ول{1ورو�'3�WL}
ً
و̂را ت{اG	�Xة،{�?��
ن{وا
�#ن{واL'
رف{��{ا��(}Bz{L}Upmو}OP
ر{دو�ر،{و�e{ا
dWF'3{ا'd�}:;إ}��?}�}،

"3'Aو"=%
�}3Wĉ b.ا}Q
3dt̂{)�?�{"��رة{��{� ر�L}:`�}3aا?3{�!}3���}�ugk}3â J

%="وih،{،{و�qه{ا�}i�̂ا ط{�)gÒ
ة{��{��رة{ا

د?#نF
ة̂{�E{ا
$(�ك{وc	�($�ن{اJG	��j#ن{ا �ق̂{اJG	���jن{��1ال{�$ JK}�'t18.  


�����م�و����ل�-4-2- 1������  : ���ا��s`�ا�� qr وا"!�� ا����

} {�qه �Fk} Q
{و {ا
�ول، د?ت�	a�} ' ' t} �?�Br}ر���} 3'Aو"=%
�} تWb�
{ا UX$mأ} � 
{أ��ال{ 3â ,} :`�}^�	 �} Q�̂ا b.ا

{أو{ 3W£)Gا} 3Wĉ b.ا} تL��} E�} {<�#"ة تWb�
�	F^ض{} �a} OP
{ا ،�hا�Gا} Eا̂ر{أ� o} :`�} {)�?�ة ت��a} Ut{ا)	 �L} ا̂د، {أو{1! ا
$(�ك

وزت��}3'Aو"=%
�}Q�̂ا b.ا} �  X�}OP
̂{Fn{ا.¤R"اء{أن{1ر�ح{ا
¯¤3W{ا د?3،{وذ4FGول{ا�
L'#ن{أو{HPt{اqرات،{{�ر�jGرة{ا��أر�ح{

ا̂� b½
}3'-§}3
ن{ا
�وu,}E�}Ã¤¬}ih�'d�}�XA}ع�a�L}،رات��}3
{��{دو
ً
Faم{وا�'

%="وA'3{أUX$m{ا�}Q�̂ا b.أن{ا}̂{ا.¤R"اء{أ?� Q{وذ4

19. �2015
%="وA'3{<�ل{,(3{  

}\a��}Vg4و»Ô[?Jh8{إJ]ل{ر{�e{ا
$�d{41´"{ا» )�� ̂�'3{ا
�FJد?3 F
ق̂{أن{اdWG%3{ا g
ت{�
%="وA'3{��{اWb�
L} ,��Bا!

} م�} Udmو} 3%dWGا} :`�} 3'Aو"=%
�} تWb�
{ا {أن ĉ^{إ;:  	
{ا {و�Aه ،'Aو"=%
{إ �!�B�JK} E�}"´4أ} ا̂ن {إ? {وأن {{12015و,�، أ
V{{160إ;:

�
%="وA'3{ا
%$#"ة{
�FJdد?3{�Wâ'3{و 
ت{ا'Au��}إ;:{أن}̂ ĉ  	
و
�bø}3م{?��'،{و[ÔpA}"#g{اX�}3'Aو"=%
�ت{Wb�d
{�ª#Wا{!�q}�dF�

i�̂ F

Q{اF
�W	8d{اdWG%3{أR4"{��د{�E{اgG="4#ن{��{<��UA"=A�}3{��{ا}�'t20 .}��!أ}Udbï}رات̂{دو
'J�}3	 È!}،3dن{�� cر �}*Jt}و
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} 3),} E�} {1ول V�)
{ا {<�ل {1و,� ق̂ g
{ا 3 �)�} ��} 3'Aو"=%
�} تWb�
{ا �m} ��} {2016أداء Ua�
{ا ��} ،}Q'£)�} 3Õ'q} {أ�4ت ا
�ي

3
3{�
%="وA'3{��{ا
�و?W-.3{�(£��3{ا'
F!}:`�}ت����21.  

} م�} رف{2014و{�(��Gا} ��} {اFG('#ن {و_\ �} ن،)$
} ��} 3'Aو"=%
�} 3Wĉ b.ا} Q,ا}
ً
A�Aa} �'d�} ~d�?ُ} �} {���Fت UFp�{ار ،

 
اm̂(3{ا  

'3{و1)�0ة{�1('3{أ�م{,$ق{�\{اGت{اJ,sGوا}ÎdL}�'t}،3X!uGا}���WL}QBrازاة{���ر{و,u'	%�̂{أدواQBr{و c���}:`�}Ecدر

م{�}�)�}
ً
ا̂ �t}3'A)$d
رف{ا�Gا}�
}U_̂ Fk}OP
3{�
%="وA'3{ا)m̂  
ت{ا'dW�}3{{��2011د),}E�}�
S
م{HPt2016{ا
��p{اaو!~{أر}،

ن،{)$
ف̂{ 
�ى{��}3m{3Õ'q233}}3W'a{ا
	X '~{ا.¤B !}Udm3،{و'dW�}�XA}:;3{إ)m̂  d
}U_̂ Fk}OP
{وd�}V�A'�ن{{��126ال{ا
ً
A�'d�

} BCW_} E�} {{15دو�ر، i��} {دو�ر{L#ن ا̂�Q{{2016و{d�2015'�ن b.ا} 3X!u�} *	%�} 3J+�ر} {و!~ ،^�$�} �ugn} ��^�Gا} ع� 
{ا U
�

3ĉ،{اG �م{,�زان{ا.-ج %p
?3{اdG%'3{اWt3{و'���dFGا .،Óhم{ا.-�{1دaه{1ر�q}Ô%Fkت{{و'dWF
�Q{و��د{ا)�d
}3'dFp
إذ{إن{ا
 '3W{ا

{�Lا {إ� BC�} {��Lغ Q	?} Q
} �تt} ك)q} {�ن ،�'4{	
L}"R4أ} ،3'���dFGا} Q�̂ا b.ا} 3X!u�} {و�%	* ~' X	
{ا 3Õ'q} �="افL} ،3'Aو"=%
�}\!

دة{�8d{��1الF	,3{ا
X	,L}
ً
ظ{�`:{ا
3FWJ{أو{? '(p-.22ا.  

{ا
�ول  E�} q"#�4}^�0اb.وا}}�ÖW	(�} �mا�	
{ا \aا��} QdJk} Q
} �'t} ،3'Aو"=%
�} 3Wĉ b.ا} HIJK} �} E�} ى̂ >1} �e} QdJk} Q


E�}8'qA}،"#�g[
و�3{و{اJGاز{واª=L�
}3d',�N}�
WF	,3،{وا'�¤�
ت{اA'$
ت،{�dW�}E'3{ا
��J{�`:{ا
��ر{وا��dFGدل{ا$�{و!�ءات{

{إ; 3!_°L} 3'�¤�
{ا تLJ-.ا} تA'L} {b¥k'�{ا,	��ل Q�} � !} ،^�p
{ا �ĉة b.} Q'd�}ر���} *Jtو} ت،��dFGا} 3W£Aأ} :`�} ��	�اء} :

}E�}"´4ل{,(3{{500أ�>}̂ 3Wĉ{إ
%="وA'3{��{ا.0bا� �dWFn}U'3{ا
	$Î'd{! �،{و41'�{أن{2016)a}OP
{أن{�qا{?Ãj{��د{ا.-�ت{اWd�}،

 ̂ �1}�q3،{و'!�'3{و� W	(رات{ا̂!{إ?�اع{��uى{��	$ ?}F$
��S�}UA"=A{{ا}�`WF	J�}3?W-.}�)�	�}O���
.�{ا
�رك{ا��}�F(}ي�
ا

} 3b.F�} UW�} W4} ،'(�
�)%	
{ا {�qه لWF	,ا} 3F'$�} E�} {4$#"ا {ª#tا {�dugKن E?�
{ا �ÖW	(�} �mا�	
{ا \aا��} i��j	J�385}}3Wĉ (



��E{ا}3Fn	

%="وA'3{ا�}3Wĉ b.3{اX!u�}��}3��j	Gق̂{ا p
ا̂�O���57}}Q،{إ;:{)b¥k}*A'�{ا
%="وa}E�}3'A$�{ا 3{��{��ل{)'�a

3'���dFG3{اW£A1}3��,}:`�}اء�	��23.  


�����م�و����ل�- 2�������ا�C'�� ا������D;E:  

�ى  �[\ اwxJIة �� اءات�-1- 2J6Iا qr ��ا qI���وا '����I م�و����ل�����
������  :� ا����

̂[��{-أ{{{{ g[
{ا ~g
�a 3mاA#ن 1ور�'3 ا
�ول  �E ��د ,UÒ: ا> Q�̂ا �L UA"=A�{ ��S وا.-,�ب  }'A�ĉ L ا�)
�qو Jĥ  و!

^�Gرك{واWA�
ن و��
(�ا واL'
 و4(�ا، واW4 UW	qان ا�d$
̂�'3 ا �
ء اghÈL مJa3 أm> 3X!uWL Q�̂ا ( ،UA"=A� �L Bzة إ��>}U�> :;إ 

8 �1م
ء وذghÈL 04̂ا ل �$ 	,� ?-§ �8d Q�̂ا b.24ا.  

:`�} ̂�'3 ا
�ول  �J	�ى  أ� F
{وذ
8{ ا ت��dFGا} 3') �} Q�̂ا (} 3X!uG} 3'�̂ F
{ا 3'ap��} :`�} \'a�	
L} 3'�̂ F
{ا {ا
�ول U�a} � !

}õcر	L21/12/2010aد?3{و1ردن{و�FJ

%="وA'3{��{ا�}Q�̂ا b.L}HIJK}�}3X!uG}ن{��?�ة#Aا�a}د�'G}8
�4}3'ap��{أدت{�qه{W4}،}̂ �

نW�} 3)�d,و} ا̂ق F
{وا {. و��رات 3),} B d�} ي̂ �Gا} Ô+�̂ 
{ا ~?���} �Fn} {ا�FpGل 3cر,} 3'ap��} رتmول{{2015و�
{ا ب�A} �W	%'


Bzĉ J
}3��d�Gا}\$J
   .25ا

�$�O{ا,="ا�'�'3{أ�('3: ا
O��1}~g{-ب{{{}:`�}"#$4}�ugn}�W	Fk}3'���dFGا}Q�̂ا b.ا}̂ �j�}3�(3{�{-إن{��ا'FW	��}OP
�3d،{واu	

}�
�>}E�}E%W?}�}�q}،صع{ا.¤� 
ت{اJ,sو�}\W	�Gا̂د{ا {إ;:{)(*{�\{أ!
ً
$)(}3
̂,W'3{��{ا
�و 
3Wĉ{ا b.3{اX!u�}أ)�0ة}B !}�WFk

�@{ا
�را,ت	A}\�}~J[�}3ĉؤ 
،{و�qه{اqرg[Aا}E�}�-.وا}q̂ �j�}E�}�'d 	
ء{�
'%="وih{وا�p
ا̂�'3{��{ا (�}3�gh1}3X!u�}}OP
ا

}3mت{ا.¤J,sGدر{وا�Gا}E�}�?�F
ر34{اg�}3'Wqأ}U-§أو}OP
ا̂�UA"=A�}Q،{وا (}\�}��F	

�t}Qل{اF
�dL}��}Uĉان{�j	E�}3pd{ا أ)

��}�SW	�در{�G8{اd�{وB d�}̂ة �'J
ا̂�Q{وا b.ه{ا�q}3X!uWL}~dF	?}W'!}3'
��WX{)0ءًا{�E{اsJGو}��26 :  

1 -}E?�
{ا UA"=A�} {ب{�0ودو{<��3 ف̂ FK} �} �?�X�} :`�} {ا
 �رة ا�udW?(Internet Protocol) (IP) }}3$âن �} 3'Auإ�} Å'[?} �} 
gWd="4#ن،

3�gh1}8d�̂�#ن{��{ j)Gن{ا#��j	JGا�="اك{ا}�'' �ة̂{�`:{�UA"=A{و   .3�gh1{ا.¤�

2 -} �a�
{ا E�} �JpA} 3?Wt} 3'
{�sJو �WX�} {<�ل E�} QqJK} {أن E%W?} 8
�4} {�Lوره ديF
{ا Eا��Gا}��)	aL} UA"=A�} Q�̂ا b.} 3'-§} ع

?E�}3{ا
p#"و,تW-.ت{ا'��̂ L.  

3 -}�_} 3'�aو} ا̂ءات {إ) ~'$��} {<�ل E�} B��W�} 3?Wt} ��} {4$#"ة 3'
{�sJو
ً
{أ?� B d�} 3'AW	��} تa�$
{ا تN̂ {و� 3cر�	
{ا رف�Gا

}"#o}ت�gÒ

	F *{ا} 3m{�`:{<�اد��>}3$âا ت{�'��̂ L}*+�)�}8
ل،{و�4'	t�}�'�)	
}3W£Aء{وو_\{أ�WF
ت{اLJt}:`�}دة	FGا

�LJt}:`�}Q	�}3'dW�}�N}:`�}�'WF
  . ا

4 -}UA"=A�}Q�̂ا (}3X!u�}��}
ً
W��}

ً
�'E%W?}3{أن{?Fd$�ا{دورا)b.3{ا

	JÒ'~{�\{أ)�0ة{ا
�FاL}ن�dWFK}E?�
  .اXG  #ن{ا.¤m#ن{ا

}34̂ �}U��a}�aو »} ̂{آي ?!« FireEye }ل{ا��}��}3��j	G3{ا�� 	G3{ا'Aو"=%
�ت{Wb�d
دي{{8
	��ي{p	
}3W��}ا̂ءات إ)

}��g�}ن{gn}3'd'dX	
ؤ̂ى{ا 
{E�}3dW(}E�}Upg4{ا
	��رات{وا��Fn}،i�̂ F

%="وA'3{ا
�B�Jk}OPف{دول{ا.¤d'@{ا�ت{Wb�
�0ا?�{ا}̂ �j�
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��} {ا.¤��ص {و)� {و�`: ،' ĉ {وأ! {1و,� ق̂ g
{وا {أورو� ~�)�} ��} 3'Aو"=%
�} تWb�
{�qه{{ا UdSW�{و ،�	'd¤.ا} ونF	
{ا Ôd��} دول

�`?}ا̂ءات{��{� (�27: 

� 3!�B�J�}تN̂ g
 .ا
	�a\{ا
�ا�Q{L}ن{��uن{�8d{ا

� B
�
ة̂{ !�	G�1('3{ا}�Lا��
��t}i�jود{ا}E%WGا}E�}�Aأ. 

ت �Wb�
ري{)WL}ى{�E{ا��ك{أي{4'ن{)q}Ô+
{�E{أن{W��4{دا{	
 .ا

� 3d�
̂{ذات{ا �jGL}ص>}�W�}ر�UA"=A{و_\{إ�L. 

� 3dW	XGت{اWb�

	JX#ن{�aرات{ا
%E�}Vg{ا}*Jh1}ات�?�B�
رات{ا$j	,ا.-��ل{�`:{�(�3{ا. 

ت �Wbø}\�}��p	
{وا�!g[4ا}E�}تN̂ g
�W%#ن{ا}Bz{�}E�}OP
،{واBrر�3{وإدار�

½-�ادث{ا}3L�	,�ء{<��3{ghإ APT }3�̂ J
L

3)%WGا. 

� �}:`�}�WF

3{ا<="اقو_\{<�3{ا,	�3L{وا§-3{واt}أي}\�}��F	d
{ا,	�Fادا{q"#�X. 


�����م�و����ل�-2- 2�������ا�C'�� ا����I��
z�JE'�ا�و,���'
ا̂م{{}:ا�{J -'�ا��87 (ò
3{��{��ل{ا
	��ي{'dW�}3�̂ �	4

} } لSGا} �'�,} :`�}^4�A} ihو"=%
�» }} ihا"R'J
{ا E�1} 3'�'�ik(ا,="ا��dFGا} E�1 (�} {اWG	�ة 
pd="ة} E2014 - 2017 «}3
{دو B�)��} OP
{ا ،

�jGه{ا�q}ز�3{°دارة�
{و� �م{ا
	�اL#"{ا'A�	,3{ا

�و}ik��dFGا}E�1}د�Br}OP
̂{ا �jGا}�?�X	L}م� �}3'�'�،{و�e{ا,="ا'A�	,ا}:;�	�^،{و

{L#ن{�}~'JÒ	
�U+A"=A{و{أ?�{ا}E3{أ�,',}�'(��}3W��}ت����د?3{و�	a�ا̂ف{ا�BM}�'p)[L}3')FGه{�,="ا�'�'3{وزارة{ا
sgون{ �1

م{£A} :`�} ز{اsJGول�b.ا} ،3�̂ g
{وا E�1} �.��} {ا.¤ر)'3، {وزارة ،3'd>ا�
{ا {وزارة {ا
�Fل، {وزارة ،O���
{ا ع!�
{ا {وزارة ��} 3dSW	Gوا

�`?�}3'�'�ت{أ¸-ب{ا
�WF،{و���q}U)Wه{�,="اW£)و�}،�X$
ت،{وزارة{ا
	Q'dF{وا��dFG28ا:  

8����q(�;�دئ��7Hن�>�`�ا�6
~)ا{��q-أو|�I3{):>�`�ا'
	
دئ{1,,'3{ا$G3{�`:{ا'�'�  :ا�	�q}UdWه{�,="ا

د{{-�	a�
}3'J!)	

%="و�q}ih{)0ء{�{?	�0أ{�E�1}E{ا
 ��Q��?}��!}،i{,#"{ا
�WF{��{ا
�و
3{وا�G	W\،{و[0Fز{ا
 �رة{ا�}E�1

رu	L�  .و

-}}ihو"=%
�}E�1}ت��dFGد̂?3{وا p
ت{اĉ ?3{ا.-Wt}ل�>}E�}8
ت{1,,'3،{و�4ĉ �%�pل{�E{<�ل{اt="ام{ا.- �ق{وا.-

3'�¤�
  .ا

دل{L#ن{{-$	Gا}�Lا"=
ا̂�ة{ا م{وا.¤ص،{�\{�F
�#ن{ا� 
ون{L#ن{اF	
E�}3 JÒ�}3 ĉ{<�ل{ا �L}ihو"=%
�}E�1}نW_}Q	?

�3W{وا.¤��ت{��{�� 

%="وA'3ا
$Ò'3{ا
	X	'3{ا�رة{�	
  .ل{ا

ل{-���ت{و��dFGت{ا'(�
�)%�د̂?E�}3{ا,	�jام{أدوات{ p
{�E{اsJGو
'3{اa��Aا}ihو"=%
�}E�1}أ�$?.  

-}~ X	�}OP

�B�d?�ات{ا}3'
FpL}ي��	
ن{E�1{ا
R'J"ا�q}ih{ا,]$ق{و�(\{ا
��B?�ات{اXG	3dW{واW�
  .1و
�3c{ا
 ��ى{

-}
�}E�1}Qد�}Q	?'
!3J{دو)Gدر{�`:{ا 
̂{اVS%G{وا c��	
ĉ~{ا
$�X{وا �}E�}ihو"=%.  

ء{-N̂ g
ء{واpd-.و;�{�\{ا�
ون{اF	

%="وR�}ih"{ا�}E�1}�p%?ُ.  

�
z��-�'
{
ن{�tل{{:ا�C,ف�ا���م��`���E)ا�uJ
دة{�aرات{E�1{ا
R'J"اih{،{و���'3{اcز}�q}3'�'�م{��q}Eه{�,="اF
ا
��ف{ا


%="وp'4ih'3{ا�ء{�p
ا̂ر{ا
S 3{��{ا W	,ن{اW_}�;	
��{�\{{ا
��B?�ات{ا
R'J"اA'3،{و�F	
.  

�����-�'

'A<:}3,اف�ا�< �	
̂�'3{ا p
�q1}:`�}ikاف{ا��dFGا}E�1}3'�'�  :gk	�W{ا,="ا

1 -�'��C�ت�ا��,OP��'
E�E<ت����8�Iا���z�'��7?�7ن�H:}(�}~ĉ �}E�}ف��
��q}~' Xا{ا}Q	c3و'
	
  :ا̂ءات{ا

� 3��
ت{ا��¤½
}3d?�L}ل�dt}نW_}ن{أو#�{�. 

ل ����ت{و��dFGت{ا'(�
�)%�ن{أ�E{ا
$Ò'3{ا
	X	'3{و<��ت{W_. 

م{وا.¤ص �F
ع{ا� 
 .إدارة{ا
��B?�ات{ا
R'J"اA'3{�`:{ا

ت{ ���dFGا}Eأ�}�m̂ 
}Oم{و��£A}Ô+,{�. 

� 3

�dو}3'Wâ 
ا̂ر3c{ا W	,�ن{W_. 

� 
ون{اF	
ت0c0Fk{ا��dFWd
}3c�'-.3{ا'	X	
?3{ا
$Ò'3{اWt}ل .�و;�{��{��

2 -�'
zو(��  :وذ
E�}8{<�ل: ��������0�0'�ا12 ا�����

2 -1-}3'Aو"=%
�}Q�̂ا b.ا}E�}Vg%
  .0c0Fk{ا

2 -2-}U+A"=A�}̂ �j�}ه��م{اF
  .ر!\{�J	�ى{ا
��Ö{ا

2 -3-}3'Aو"=%
�}3Wĉ b.3{اX!uG}�;و�
ون{اF	
  .0c0Fk{ا

3 -� �ĉ~: � �",رات�ا�,��ع�ا�6
~)ا{�qا�����sط �}E�  
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3 -1-}3'A�Gارئ{ا��
ي̂{و�,	�Fاد{.-�ت{ا %JF
  .�0ا�(3{ا
	�j'�{ا

ون{ا
�و;�{-2- 3F	
�Ö{و{اWb.ا}}ihا"R'J
ع{ا!�
̂{ا c���.  

ي̂ {-3- 3 %JF
ع{ا
R'J"اih{ا!�
̂{�aرات{ا c���.  

3 -4-}ihا"R'J
ن{�J	�ى{�ل{�E{ا
�{gn}�Öن{دور{E�1{اW_}O���
ع{ا!�
  .��{ا

4 -�'
zو(�����'
�
������}�ل�إدارة�ا���,�,ات�>�z�JEرات�ا,"� ��  :�E{<�ل: �ط

4 -1-ik��dFGا}E�1}لدم{�E{اG	��j#ن{��{��a}�'(}"#�{��Ec�u{و.  

4 -2-3)�l}ل�d-.د{ا�?°}ihا"R'J
��E{اL}3 dF	Gث{ا�X$
3Wq{��{اJGا.  

ت{-3- 4J,sG3{ا'W)�ik{ا
���O{د�Q{و��dFGا}E�1}ل�dt}م� �̂{E�1{ا
R'J"اih{و !��}OP
  .ا


���ط�ر�>{*ط'�اI*�)�'��(ن�ا�:ط���ت�- 5z�JEا :~ĉ �}E�:  

5 -1-}ihو"=%
�}E�1}Q��
}ih�Aa}ر  .و_\{إ�

5 -2-}3'
,E�1}3{ا
R'J"اih{ا
�و',}0c0Fk.  

ء{-3- 5N̂ g
ء{واpd-.ا}\�}~'��
ون{اF	
  .ا

5 -4-} 0c0Fk}iد{1ور�X��  .�aرة{

�و����ل�-3- 2 ����م �
�������� �� ا�� 'Cا��I� �ا012ا� '- {� :}Q�̂ا �L} ف̂ FK} �} {�Gا)�3 3ĉ {ا.0bا� 3��u-½
} {أو;: ��j4ة

ل���{و {���م '(�
�)%� } {�mر{,(3 ،2009}} Qaر} �Aن 
{{04-09ا ��} {{05اsGرخ Ugo2009}E�} 3?a�d
} 3m{ا.¤ {ا
 �ا�� EW�	Gوا} ،

،{إ�{أن{��L}�'J(�دها.B�X!uل{و����ت{���م{و'(�
�)%	L}3d�	Gا}Q�̂ا b }UdWqأ}��Fn}،3�J
�`:{أرض{ا
�اV'F_}\a{إ;:{�t{ا

}:`�} ن't1} *doأ} ��} ت�� F
{ا ت̂ �	aوا} ،B $%�̂ �} ~t} ��} 3$,)Gا} 3�� F
{ا �?�X�{و Q�̂ا b.ا} {�qه V'Ò�	L} 3d'p%
{ا 3') 	
{ا *Aا�b.ا

�;Gا3�̂{ا �
�Aن{ و. ا 
رR>}34"اء{و��('#ن{�j	�#ن{��{��ل{{�6دة{��ز�?19}}:`�}3	�EW{اgWL}ن�A 
!��ل،{أ��ه{E�}3$jA{ر)ل{ا

3'Aو"=%
�ت{����}3$âا WL}3mى̂{< ل{ا
	�$'~{وأ<�WL}3m>}�utن{أ�A 
ت{ا?}،3')FG	�EW{ا�� 
!3{اN}E�}ihو"=%
{���م{�

L}ÅWJk}OP
�'3{و�4ا{و��دت{ا.-�ت{ا��dFGت{ا��£)Gا}�+	p�}3)W�	Gا̂�'3{ا !3{إ;:{ا
 �ا��{�)_°L}،3'Aو"=%
�}3$âا Gء{إ;:{ا�b½


}3')��
ء{ا
�'3Õ{اghإ}:`�}Ô��Aن{��{!�d�{ا.¤ 

%="وA'3،{و{ÃA{ا�}Q�̂ا b.ا}E�}Vg%d
��uن{�p'�ة{}OP
�'3{ا��dFGت{ا'�FG0{اb

3d�	Gا} Q�̂ا b.ا} E�} 3?a�d
}:;�	�} ،B�X!uو�} ل���{و {���م ت'(�
�)%	L }3d�	Gا} Q�̂ا b.ا} E�} 3?a�
{ا ت'dW�} ~'JÒ�{و �'gÒ�

{gn}ن{�qه{B
̂ ��}OP
ت{اĉ X	
�'3{��{ا� 
3�̂{ا g
�'3{و��.�{ا� 
ت{ا�dJ
��ة{اJو�}،}B�X!uل{و����ت{���م{و'(�
�)%	L

ت{�\��dFGدل{ا$[L}ا̂�Q،{و�	%�p{أ?� b.3{{ا'Aو"=%
�}Q�̂ا b.ا}O�%�̂ ف̂{�`:{� F	
ت{اpG'�ة{��{ا'�FGا}�N}\W(}��a}،رج{��{ا.¤Brا"#£A

d�FGر{�$�أ{ا�'3{ا
�و
'E�}3{إ�� 
��ة{اJGون{واF	
�Aن{أd�!}��}}�4�{1<#"{�`:{�$�أ{ا 
{{أن{�qا{اW4}،Qq�(ا��ن{u�}�?�X�3{و

�SGL29.  

	%
ل{ر�+Ô{اa}،ق'J
L}Ã>}Åĉ�{و��{ÔpA{ا ��̂{EL{<�ف،{��{ �¤.}3'W)	
3B¦b.}3'A{ا
�Fا
3{واG"R
» ?��'3{ا
�Jم{ا
'�م{«3d{ا

} «أن� $ّ��} Q
{و 3'Aو"=%
�} 3Wĉ b.ا} Ãj?} W'!} 3��u-.ا} B� ّ),} {�aاA#ن ��} )	dug�«}ن�A 
{ا {�BMا 3 dF	�} Q',̂ا �} ك)q} {أن p'��} ،

}3),}�'d�}دق�G3{و�,$2009ا�J
���ر{.-�{ا}Q
ا̂غ{،{ !}�$gn}م����{��q}Eا{ا
g}ن{?� 
.3b{اF�}،�$Jt}�F(}�}،3
ب{����

}3F(̂ا و̂رة{� {د�{ÔpA{اG	�Xث،{ا.-3��u{إ;:{_W4}،�
}�),}�}3'�ĉ  �م{و� ��ت{utار{أ��	ت{إ;:{ا,�{أدى{��{��?�{ا.-�}،ih�Aa

لaو} �Aن، 
{ا {�qا ه��} �pa�� :د} ��} ��}"R4أ} 3'Wqأ} {إ?��� E�} �L}�}3%$�} :`�} *'q̂ 
{ا دW	��{و {�د�ن، ~pA} ي̂ {ا.0bا� رعg
{ا <�ل

}Q�̂ا b.ا} {�qه �SWL} {?���م {أن E%W?} {ا
�ي ي̂، �$
{ا ��WJ
{ا ل��} Å	!} E�}��!} ،3'Aو"=%
{إ {و<��ت ت'
{آ E�} B¦t�?} {و� UA"=A�

%
رم{�
ب{ا F
س{ا ّ̂ %�̂[\{�aاA#ن{)�?�ة{ gk}و̂رة _}:`�}��ق{ذا'J
{��{ا {Lـ.¤�#"ة{�J	 �g�}،�$دا �pmو}OP
ا̂�Q{ا b.ه{ا�q}�S�}Å$

ة̂ �ّ�G30وا.  

'7��O2ا:  

 Gا} ��} Bzإ�{أ} ،)�'t} {أ��ر ��}�'�Jk} E�} ��̂ {و! �} Qoور} ل،���{و 
��òم} 3S?�-.ا} ت'(�
�)%	
{ا B�!̂ �} OP
{ا 3d��
{ا {ا
	��رات �L{إن 

}Q�̂ا b.ا}�'p)�
	��ر{أدوات{وو,��{و,$�{}B �̂ا ب{�`:{��$
ل{!	UX{ا)G3{ا$Fm}و�$�}B�X!u�}رتmا{و�' Fk}"´4أ}B�dF(3،{و'Aو"=%
�

ذ{j�{ا ��} ا̂ع ,�} {ا
�ول ت��ut} :`�} 
0ا�} تL} \_�
{ا {�qا {وأ�م ،3'���dFGا} 3tJ
{ا ��} 3d�p
{ا ا̂ف �1} \'W(} !^{)��د�	�} Q
} إذا

و F	
ا̂�Q{و0c0Fk{ا b.ه{ا�q}�SG}ي��	
ت{ا'
̂{آ c��	
ا̂ءات{ا
�ز�3{ ل�)�Gا{ا�q}��}�;و�
    .ن{ا


�ت  [�J�ا :  

ة̂{إ�{أA�{�0ال q£
.3b{اF�}��}Q
F
{دول{اB�b�	Aا}OP
درات{ا$Gدات{واB�(�}E�}Qô 
ت �E{اc�	J�}ا̂ت{�`:{��ة �Ã{و�� A ،}̂ و�`:{أ�

3'
	
ط{ا )
L}Ov��A})AÈ!}3F_ا�	Gا})SXL}ل�>}Eا{و��q:  
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�}3Wĉ b.8،{ا
J
�'3{ و��	W\ ا
	(W'3 ا��dFG23-21ا}}̂ ،{ا.FWb'3{ا
�Jر3c{2000أ4	��

3cر�,}،*dt}،3'���dFWd
. 

ا̂ء{)R"?�{ر�د{ - 2 
%="وA'3إ,�}Q�̂ا b.ا}،�Ö̂ ب-�q1اف{-�$,04̂{-1 Wd
}ihو"=%
�}\a�Gر{�`:{ا�gÒ�}ل �}،B�b.Fو�}Q�̂ا b.ق̂{ا �

�L̂ا 
د?QJa}،3{ا
�را,ت{اG	3��j،{�`:{ا�	a�,'3{و'J

�dرا,ت{�,="ا�'�'3{وا}i�̂ F
اi�̂{ا  W?�
: ا

http://democraticac.de/?p=35426}}ع���}õcر�13/02/2017. 

3 - �L̂ا 
3A{أوE?�A{�`:{ا)4}\a��}:`�}ر�gÒ�}لد?3،{� �	a�
%="وA'3{�`:{ا
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̂{1زرق{?%E�}V{ا ��
،{�`:{22/10/2016وا

\a��:http://bab.com/Node/275623}ع���}õcر� :11/02/2017. 

23- õcر	
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�}3Wĉ b.ن{ا�Aa}،زيرõc{.. �0ة{��	L}3�)Gا}\a��}:`�}ر�gÒ�}لة̂،{�  �`:{{04/02/2016ا
	�ر8dWX?}UA{إ;:{�

�L̂ا 
���ع{{https://almanassa.com/ar/story/1019: ا}õcر�}،12/02/2016. 

31- UA"=A�}Q�̂ا iĥ،{��ا)�3{)  
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�ĉة{�3%،{ -32 (}\a��}:`�}ر�gÒ�}ل �}،i�̂ F

%="وA'3{ا
�B�Jk}OPف{دول{ا.¤d'@{ا�ت{Wb�
�0ا?�{ا}̂ �j�}ديp	
ا̂ءات{ إ)

}̂ gÒ
رõc{ا�01/06/2016}�L̂ا 
���ع{http://makkahnewspaper.com/article/147871: �`:{ا}õcر�}، :12/02/2017. 

33- Estonia Cyber Security Strategy 2014-2017, Ministry of Economic Affairs and Communication, Estonia 2014, p 7-12. 

34- }Qaن{ر�A 
̂)\{,$~{Ugo2009{{05اsGرخ{��{{04-09ا ه̂،{ص{،{�  .8 - 5ذ4

35- OI,a.،م،{{ 160أ�'
ل{��gÒر{�`:{��a\{?��'3{ا
�Jم{ا �}،UA"=A�}"R�}3W£)G3{اWĉ b.ت{اL��}*,u�}c�),}ر{دو�ر'd�
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