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The crime of targeting the information systems of banks and its
relationship to financing terrorism
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Abstract :

In light of the services provided by modern technology, thanks to which the daily
life of human beings is facilitated, vital interests in the countries of the world have
benefited from this digital revolution. Others, however, these financial institutions
found themselves facing a challenge represented in the face of cyber-attacks
against their information systems by hackers and professional hackers. Some
countries have punished cybercrime in general, and the crime of targeting the
automated systems of banks and banks has sometimes gone out of the scope of
ordinary crimes to turn into terrorist crimes or related to the financing of terrorism,
and the forms of these terrorist cyber attacks varied, including direct bank robbery
through internal and external transfers. And to a lesser degree, the bank’s
extortion of some data that was hacked or indirectly through the exploitation of
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its employees Banks through hacking their phones or personal computers to force
them to facilitate theft operations, and to counter these attacks, the International
Monetary Fund has proposed several ways and strategies to enhance
cybersecurity, including, for example, the quantification of cyber risks and the
strengthening of cybersecurity systems. The Fund also called for intensifying
cooperation and coordination between financial institutions. around the world to
confront this type of crime.

Keywords: information systems ¢ hackerss cybersecurity <bank <cyber attacks
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