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Abstract:

Due to technological development and the information revolution, electronic crimes have
been committed as a result of the misuse of technology and electronic communication means.
The Algerian legislator has organized provisions for the prevention of these emerging crimes,
especially by criminalizing attacks targeting automated data processing systems in Law 09-04,
which includes special rules for the prevention and combat of crimes related to information
technology and communication, as well as laws that address the punitive and criminal aspects.
However, in this research, we focused on the uniqueness of electronic crime as being difficult to
prove, The perpetrator may escape punishment unless convicted based on convincing digital
evidence, according to the free proof system established by the Algerian legislator. This system
adopts various modern methods for detecting electronic crime, with the possibility of using some
traditional methods when suitable for this modern, transnational type of crime.

Keywords: Crime; Electronic; Evidence; Digital; Proof.
ZQA-"&LA

@zl sda o Blaell AT gyshatl gradl @las s (Age AW JLadY! Bilugy L odsasEll
04-09 0plall 3 ldaaeld 3I¥ 2adlall Labasl Cugad G lelaze¥! moyaty Lodad Bzl
Oulsdy LamdlSay Jlai¥ly se¥ Lz 9iSay Aiatll @ilymdl (o 2,Lsl) dolsdl welgall crasaill
LesS @ Ao ASIY) Aoyl Biogias (de el lda @ U35 W1 e . Glally laall Colel) ol
(ool L piids el B> 83 o8y el o1l @I Lo claall (e Gl sy wad ol s
Loyl e aasSl Agaxtl Gl Calizs slezely gyl g ,adl 5,81 gl 3l LYl allas 38
sladl il ol daaidl lia ae cawlis G 2pualad) Gylall (asy sleiel 3loa ae du9 ASTY

Sgdel]

Auteur correspondant: Bourtal Amina

46 I Proving Electronic Crime With Digital Evidence According to Algerian Legislation



Bourtal Amina

Introduction

The digital transformation and rapid development in the field of information and
communication technologies and the Internet have significantly impacted the commission of
electronic crimes. These crimes affect the privacy of individuals and the security of their data,
resulting from the evolution of criminal thought. Such crimes, with their unique nature, are now
committed using the latest scientific means, which must be criminally proven by uncovering digital
evidence. This necessity arises from the widespread use of digital information technologies to
identify the perpetrators of electronic crimes, who leave personal data merely by using information
and communication technology methods on devices with digital memory capacity.

However, questions arise about the acceptance of this digital evidence in proving electronic
crimes and its evidentiary value in front of the criminal judge and their conviction by it. This is
especially pertinent after adopting the principle of free proof, recognized by comparative criminal
systems, aiming to break away from certain restrictions and enabling the acquisition of evidence
derived from the virtual environment through various means of proof. This approach acknowledges
the legal validity and evidentiary value of such evidence, influencing the Algerian legislator, who
emphasized the admissibility of proving crimes by any means of proof according to the provisions
of the amended and supplemented Code of Criminal Procedure.’

In the quest to uncover digital evidence and limit attacks on automated data processing
systems, the Algerian legislator in Law No. 04-15 dated November 10, 2004, amended and
supplemented by Order 66-156 containing the Penal Code,? and Law 09-04 dated August 5, 2009,
containing special rules for the prevention and combat of crimes related to information technology
and communication,® authorized monitoring electronic communications and imposed procedural
rules related to search, seizure, and defining the obligations of electronic communication operators
in preserving data that aids in uncovering these emerging crimes.

However, do these rules suffice to meet the challenges faced by specialized agencies in
uncovering digital evidence to prove electronic crimes with their transnational nature, considering
the lack of international standardization regarding evidentiary requirements in court? What is the
evidentiary strength of digital evidence?

To address these questions raised by the topic under study, we will rely on descriptive and
analytical methods, encompassing the most important legal aspects of this topic within two main
axesm :

I - The Conceptual Framework of Electronic Crime
II - Digital Evidence and Its Evidentiary Value in Proving Electronic Crime

I - The Conceptual Framework of Electronic Crime

We attempt to define the concept of electronic crime and the extent of the Algerian legislator's
interest in regulating its provisions, which are based on elements similar to traditional crimes, as we
will discuss below:

A) Concept of Electronic Crime

Electronic crime is a newly emerged crime committed in a virtual environment, and it takes
various forms that distinguish it from traditional crimes:
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1 - Definition of Electronic Crime

Electronic Crime in Terminology and Legislation define as:

= Definition of Electronic Crime in Terminology

Electronic crime represents an assault on a legally protected interest, necessitating the
imposition of sanctions to limit its spread within societies. However, technological developments
have spawned a new or technical form of criminality,4 resulting in several information-related
crimes that affect both natural and legal persons, public or private,” These crimes are committed in a
digital environment using a computer and the internet, and exceptional technical capabilities with
the aim of making profits or competing for position.®

These new crimes are referred to as electronic crimes, computer or internet crimes,7 which are
also known as cybercrimes, information technology crimes,® informational embezzlement,
informational fraud, due to their special nature associated with computers, distinguishing them from
traditional crimes.” They involve illegal, unethical, or unauthorized behavior related to the
automated processing or transfer of data,"® committed against computers or other information and
communication technology systems with the intent of destruction, damage, or disruption, or using a
computer to infiltrate information systems'' during the automated processing of data and
information related to computers, at the stages of data entry, processing, or output.'?

= Definition of Electronic Crime in Legislation

The Organisation for Economic Co-operation and Development (OECD)™ defines
information crime as any act or omission that assaults material and moral assets, directly or
indirectly resulting from information technology intervention. Its material existence is only realized
by coupling the criminal behavior focused on an information system with the intent to commit
unlawful acts, linking this quiet crime with the personality of the criminal,* a specialist in computer
and internet technologies,” who acts as a hacker or professional with high informational
intelligence16 and social adaptability, increasing their criminal danger.17

From this perspective, domestic legislations have focused on the necessity of establishing
provisions applicable to information systems, including the Algerian legislator who criminalized
assaults targeting automated data processing systems under Section 7 bis of Law No. 04-15 dated
November 10, 2004, amended and supplemented to the Penal Code under the title "Assault on
Automated Data Processing Systems." The legislator emphasized the need to provide legal
protection to information systems by imposing sanctions, considering information crime as any
crime affecting automated systems, and criminalizing behaviors with negative impact that constitute
an assault on the information sys‘[em.18

Electronic crime, according to the provisions of Article 2 of Law No. 09/04 dated August 26,
2009, containing special rules for the prevention of these crimes, includes crimes related to
information technology and communication that affect automated data processing systems specified
in the Penal Code, and any other crime committed or facilitated through an information system and
electronic communication system.

It is evident that the Algerian legislator explicitly omitted a precise definition of electronic
crime, leaving this matter to jurisprudence, but expanded the scope of crimes affecting electronic
information and communication systems, commonly referred to as crimes related to information
technology and communication, imposing penalties provided in the Algerian Penal Code.
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2 - Forms of Electronic Crime

The newly emerged crime takes several forms, summarized as follows:

= Information System Breach Crime

An automated processing system is a complex consisting of one or more processing units
comprising memory, programs, input and output devices, and linking devices, aimed at the
automated technical processing of data using new scientific and technical innovations that
legislations aim to protect from breach.'

=  Computer-Related Crime Computer

Crimes are linked to the virtual environment except in terms of the means, which are
represented in the computer and the internet as auxiliary means for committing the crime. The
assault occurs on their physical or moral entity”® by breaching programs and data stored and
exchanged between computers and networks, manipulated either by entering false information or
destroying stored information through erasure, modification, or interference with the information
system, resulting in the disruption of the computer's automated sys‘[em21 to the extent of affecting
personal data of individuals.

In this regard, the Algerian legislator enacted Law No. 18-07 dated June 10, 2018, relating to
the protection of natural persons in the field of personal data processing.?? Examples of these crimes
include unauthorized electronic transfer of funds using online payment cards.

B) Elements of Electronic Crime

The establishment of electronic crime depends on the necessity of having a legal element,?® a
material element, and a moral element, as we will present below:

1 - Material Element

The material element of electronic crime is represented in the criminal behavior, the criminal
result, and the causal relationship, even though the crime can occur without the realization of the
result, as the perpetrator is reported before the result occurs. The material element takes several
forms, the most important of which are:

= Information Forgery Crime

The material element is represented in altering the truth in an official or ordinary document
that falls under electronic evidence, such as electronic documents and recordings.? In this type of
electronic crime, the Algerian legislator referred to the application of the general provisions of
forgery in the Algerian Penal Code from Article 214 to Article 229.

= Assault on Automated Processing Systems Crime

The material element in the crime of assaulting automated processing systems occurs when
illegally entering data processing systems, where the crime occurs without the result being realized,
and mere unlawful access is sufficient. In contrast, if the perpetrator commits unlawful behaviors
upon entry, deleting or altering the system's data and sabotaging it, the Algerian legislator
criminalized acts affecting the automated processing system, and informational fraud, under Section
7 bis of the Penal Code, Article 394 bis, imposing imprisonment from three (3) months to one year
and a fine from 50,000 DZD to 100,000 DZD on anyone who enters or remains by fraud in all or
part of an automated processing system or attempts to do so, with the penalty being doubled if it
results in the deletion or alteration of the system's data. The penalty of imprisonment from six (6)
months to two (2) years and a fine from 50,000 DZD to 150,000 DZD is applied.
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The Algerian legislator also intensified the penalties under the provisions of Article 394 bis 2
of the Penal Code for the perpetrator who deliberately assaults data, imposing imprisonment from
two (2) months to three (3) years and a fine from 100,000 DZD to 500,000 DZD on anyone who
deliberately or fraudulently designs, searches, compiles, provides, publishes, trades in stored or
processed data or data transmitted through an information system, which can be used to commit the
crimes stipulated in this section, possession, disclosure, publication, and use for any purpose of all
data obtained from one of the crimes stipulated in this section.

2 - Moral Element

The electronic criminal commits their criminal behavior knowing and directing their will
towards realizing the criminal behavior and perceiving matters in a manner corresponding to reality,
meaning the presence of a general or specific primary criminal intent is necessary to determine
criminal responsibility, proportionate to the nature and type of electronic crime, and the
perpetrator's intent to cause harm. Some electronic crimes require a specific intent, such as crimes
of defamation on the internet, and the spread of viruses through the network, where the criminal
aims to sabotage the network's operation,” and the judge has discretionary authority.

IT - Digital Evidence and Its Evidentiary Value in Proving Electronic Crime

Electronic crimes are proven with digital evidence, similar to traditional crimes, raising
questions about their evidentiary value in criminal proceedings:

A) Concept of Digital Evidence

Digital evidence, in its various forms, possesses unique characteristics that distinguish it from
other ordinary scientific evidence. We will explore these aspects below:

1 - Definition of Digital Evidence

Digital evidence, as a modern means in the criminal proof of electronic crimes against natural
or legal persons,26 is cross-border in nature and rapidly transmits from one place to another through
communication networks. It belongs to the realm of computer space, where its external, visible
traces can be hidden, destroyed, or altered.

Digital evidence is defined as that which relies on electronic technology to prove electronic
crimes. It is derived from computer devices, communication networks, and their accessories, in the
form of fields or electrical or magnetic pulses, or computational information or data that can be
compiled and analyzed using information technology programs. This evidence can be presented in
any stage of the investigation or trial to prove the act, object, or person related to the crime, after
capturing all information about the perpetrator and recording their movements and behaviors.?” This
allows the criminal judge to form a personal conviction for acquitting or convicting the accused.?®

From this perspective, digital evidence is a fact from which the judge derives proof and
evidence to establish their conviction about a person before the court, unlike scientific evidence,
which revolves around assessing material or personal elements, as a legal situation of conclusive
evidentiary value that arises from the scientific examination of a material trace left by the crime.?

2 - Characteristics of Digital Evidence

Digital evidence, comprising intangible electronic information and data stored in a virtual,
immaterial environment, requires computerized tools or software systems related to computers.30 It
is considered a type of scientific technical evidence derived from machines,™ allowing for the
extraction of original copies with scientific and evidentiary value. Unlike traditional criminal
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evidence, which can be perceived by the senses, digital evidence can be transformed from
intangible to tangible, like extracting and printing information and data from computers.32

Digital evidence allows for the retrieval and repair of related data and information after
deletion or damage, and for displaying it in the machine's memory after hiding it, making it difficult
to completely eliminate.®® Any attempt by the perpetrator to erase it is recorded in the device's
memory as evidence against them.* This characteristic is one of the most important aspects of
digital evidence compared to ordinary evidence, as there are many computer programs designed to
recover deleted or reformatted data.*®

3 - Types of Digital Evidence

Given the special nature of digital evidence, it takes various forms, unlike other criminal
evidence that belongs to a traditional environment.*® Among the most important types of digital
evidence used to present information and prove electronic crimes committed by criminals causing
an increase in crime rates are certain types of records created automatically by machines without
human intervention and other records preserved only by input. We summarize these types of digital
evidence below:

= Digital Images

Digital images, as an alternative technology to traditional photographic images, represent
visible facts about the crime and are usually presented in paper form or displayed using a screen.
The images are captured using remote cameras to monitor and photograph individuals. It has
become easy to reduce the size of cameras for periodic image capture, and there are various
methods of photography, including video cameras.

* Audio Recordings

Judicial police officers are obliged to make recordings as part of criminal evidence, where
recordings are captured and stored digitally, including voice conversations on the internet and
telephone, using recording devices to capture sound on tapes that can be played back, transferring
sound waves from their sources with their individual tones and characteristics, as well as devices
that store electrical signals representing sound.

= Written Texts

Written texts refer to those typed using digital devices like emails, mobile phones, etc .’
= Records

Automatically created in electronic devices as digital evidence, without the intention of the
computer or network user, these records are relied upon by judges to uncover the truth. Often, the
perpetrator leaves an electronic fingerprint of records or data that automatically record and preserve
themselves when sending or receiving messages or calls using technical devices and programs, such
as surveillance and wiretapping devices to capture wired and wireless conversations and calls made
over the internet, phone records, etc.®

Digital evidence includes anything that indicates a crime attributed to a person, like someone
sending an email containing viruses that damage the recipient's website. This email serves as
evidence of the crime and its attribution to a specific person, provided that information confirming
their identity is available.
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4 - Methods of Uncovering Digital Evidence for Proving Electronic Crime

It is known that electronic crimes are difficult to track and uncover due to the lack of physical
traces, being merely changing numbers without material evidence, unlike traditional crimes.*
However, there are methods and techniques for their detection:

=  Search

Searching is a procedural method aimed at detecting digital evidence related to electronic
crimes, within or outside the country through network connections.*® It applies to data processing
systems and computer memory to search for illegal acts and behaviors*' by the competent authority.
While searching does not align with the immaterial nature of digital criminal evidence, all formal
and substantive conditions for conducting electronic searches must be observed.*?

The Budapest Convention, signed on November 23, 2001,*® emphasizes the necessity to issue

orders for presenting specific data, searching and seizing the content of data stored and transmitted
via communication devices, in the computer information system or data storage media, after the
intervention of service providers and competent authorities, to ascertain their illegitimate use.

Search may represent one of the investigative procedures carried out by the competent judicial
authority and judicial police officers under an order to lawfully enter, even remotely, an information
system or part of it, as well as the stored information data, according to Article 5 of Law No. 09-04
dated August 5, 2009, containing special rules for the prevention of crimes related to information
technology and communication.

After legitimately collecting digital evidence related to electronic crime with judicial
permission,** it is explored in programs or data files and data storage and preservation media, such
as discs, tapes, computer outputs, and contents stored in the central unit of the system.45 It is seized
by emptying or copying it onto electronic storage media, subject to seizure or placement according
to Article 6 of the same law.

= Inspection

Inspection, fundamental to criminal investigation, reflects the perpetrator's actions. It is
crucial in electronic crimes, capturing evidence that aids in proving their occurrence and attributing
them to the perpetra‘[or.46 The investigator is obliged to inspect the electronic crime within the cyber
space using specialized technical skills, avoiding obstacles that hinder the crime's inspection, which
involves electromagnetic pulses, to gather information after examining all stored documents and
corres%)ndence of the perpetrator, verifying the date of various connections (IP) and tracing their
tracks.

= Expertise

Electronic crime, as a type that urgently requires technical expertise, is beyond the capability
of ordinary experts.48 Thus, the judge resorts to electronic experts, who must have technical and
scientific knowledge according to Article 143 of the Criminal Procedure Code,* to extract evidence
and clarify ambiguities in the investigated crime and address technical issues presented to them.

=  Testimony

Testimony 1s one of the fundamental evidence for proving electronic crimes. The
informational or electronic witness must possess expertise in the technical and artistic field to
provide understandable testimony to the judge, consistent with the facts of the case.
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This includes computer operators with the full capacity to operate electronic devices and their
accessories, introducing and transferring information to and from the device according to technical
and artistic standards,” as well as analysts responsible for collecting and analyzing data and
tracking information within electronic systems to locate the processing sites via computer, and
maintenance engineers responsible for maintenance works related to computers, their accessories,
and related communication networks.”

Also, the communication network monitor uses electronic technology to collect data and
information about the suspect, aiming to obtain evidence contributing to uncovering the truth and
confirming electronic prosecution evidence.>

* Electronic Communications Monitoring

Similar to some comparative legislations, the Algerian legislator does not require any device
for electronic monitoring in Law No. 09-04, containing special rules for the prevention and combat
of crimes related to information and communication technologies.

However, resorting to electronic monitoring is restricted to prior written and reasoned
permission to conduct the monitoring in crimes affecting the provisions of this law from the
competent judicial authorities, represented by the Public Prosecutor at the Algiers Court of Appeal,
unlike the general provisions stipulated in the Algerian Criminal Procedure Code, which required
permission for electronic monitoring by the Public Prosecutor during the preliminary investigation
stage or by the investigating judge during the judicial investigation stage, otherwise the procedure is
null according to Article 65 bis 5 of Law No. 66-155 of the Criminal Procedure Code.

B) The Evidential Weight of Digital Evidence in Criminal Proof

The role of criminal evidence in modern criminal policy, particularly in the context of
cybercrime, is fundamentally focused on individualizing criminal penalties based on the specific
role and character of the accused, whether as a perpetrator or an accomplice.53 Understanding the
admissibility and weight of digital evidence in proving cybercrime is crucial in this context:

1 - The Judicial Authority's Assessment of the Evidential Value of Digital Evidence

The extent of a criminal judge's authority in assessing digital evidence varies from country to
country, according to known systems of evidence:

= Restricted Evidence System

Considered one of the oldest systems of criminal evidence, where the judge is bound in his
decision of acquittal or conviction by the evidence specified by the law, without applying his
personal conviction of the evidence's accuracy. As this system does not embrace the principle of
judicial conviction, it results in the legislator's conviction replacing that of the judge's.>*

Under the restricted evidence system, the criminal judge is placed in a rigid framework where
legal certainty is based on the presumption of the evidence's accuracy, regardless of the reality or
differing circumstances of the case.

However, this involvement of the legislator in matters beyond his purview arises; the
acceptance of evidence derived from computers depends on a reasonable cause to believe that such
evidence is inaccurate, that the data is unsound, that the computer is malfunctioning, or that it was
used without prior permission.55

Digital evidence is deemed invalid if obtained in a manner contrary to the law for the purpose
of convicting the accused, meaning its acceptance is conditional on being true without any physical
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or psychological coercion, as the procedures for collecting digital criminal evidence may conflict
with individual freedoms.*

* Free Evidence System

This system is based on the personal conviction of the criminal judge, who has discretionary
power to accept or reject evidence. The judge utilizes various technical methods to prove electronic
crimes,”’ exerting effort to reveal the truth after gathering all elements of the incident, investigating,
and relying on e:xperts,58 aiming to arrive at a complete truth without any doubt. The judge is
compelled to accept evidence of electronic crimes.

However, the judge's freedom in conviction is not absolute; personal assumptions or
speculations must not replace evidence. Instead, the judge must follow the evidence and avoid
personal perceptions, ensuring that his reasoning is governed by logic and that the evidence leads to
a logical conclusion. The evidence must be legitimate so that the judge does not give free rein to his
subjective views and allows for its discussion by the parties involved, without any ambiguity or
confusion. These conditions are intended to limit the judge's freedom.*

The assessment of digital evidence extracted from electronic media is subject to the
competent court's jurisdiction, which is obliged to examine it in a court session to discuss it in the
presence of the parties involved in the electronic crime. This process aims to reach a truth that
satisfies the judge's conscience, who enjoys discretionary power in evaluating digital evidence,®
which holds evidential value in proving electronic crimes, after referring to a technical expert's
opinion.

The evidence is subject to the judge's discretionary power, who is convinced of it definitively.
The inferences drawn are based on scientific and mathematical rules that leave no room for doubt or
interpretation, provided they are related to the incident and consistent with the logical sequence of
events. However, this does not extend to technical issues; they cannot be debunked except by
technical G?Vidence subject to the absolute discretion of the trial court through another technical
expertise.

Some jurists believe that digital evidence, to hold evidential value in criminal proof, must be
extracted electronically through legitimate means and based on certainty. It is essential to discuss it
in a court session in the presence of the parties involved in the electronic crime. The competent
judge must arrive at complete certainty with the electronic outputs and the digital evidence
generated from them. The judge must perceive these outputs through his senses by observing,
examining, analyzing, and deducing to be able to link these outputs to the facts of the case
presented to him.

2 - The Algerian Legislator's Stance on the Evidential Value of Digital Evidence:

The Algerian legislator clearly establishes the evidential value of scientific material evidence
through its explicit provision for the criminal judge to rely on any evidence deemed necessary to
uncover the truth, in line with the principle of free criminal proof.

The digital evidence is deemed valid as long as the judge is convinced of it unequivocally, and
it has been extracted lawfully. Article 212/1 of the Algerian Code of Criminal Procedure states,
"Crimes may be proven by any means of proof, except in cases where the law specifies otherwise,
and the judge may issue his judgment according to his personal conviction..."®
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This means that the Algerian legislator grants the judge the freedom to base his judgment
according to his personal conviction, enabling him to convict the accused based on digital evidence,
without being obliged to adhere to a specific type of evidence.

The judge may disregard the evidence if in doubt, provided that the digital evidence is not
susceptible to doubt so as not to be interpreted in favor of the accused. However, even if the
Algerian legislator allows the judge the freedom to rely on digital evidence related to electronic
crimes, it is imperative that this does not infringe on individuals' privacy and freedoms, in
accordance with the provisions of Article 47 of the Algerian Constitutional Amendment.®*

Conclusion:

In concluding this research paper, we deduce that electronic crime has unique characteristics
that distinguish it from traditional crime, which is proven by physical evidence. This distinction
arises from the evolution of communication and information technology systems and the methods
of committing such crimes by electronic criminals, whose identities are difficult to discern except
by relying on digital evidence extracted from the virtual environment, aligning with the nature of
electronic crime.

Moreover, it cannot be denied that the proof of electronic crimes has received significant
attention from the Algerian legislator, akin to other comparative legislations, adopting the free
evidence system. This aligns with the nature of electronic crimes, committed through various
electronic, technical, and artistic methods, giving the judge discretionary power in their assessment
based on personal conviction, as long as it does not violate individuals' freedoms and privacies.

We propose the following recommendations:

» Seek advanced technological methods to identify perpetrators of electronic crimes, reducing
obstacles faced by competent authorities.

» Establish legal controls for electronic surveillance as stipulated in the provisions of Law No.
09-04 on the specific rules for preventing crimes related to information and communication
technology and combating them, facilitating the extraction of digital evidence to prove
electronic crimes.

» Conduct training courses to develop the skills of human resources, particularly experts in
investigating electronic crime evidence.

» We encourage Algeria to join and ratify the 2001 International Convention on Combating
Internet Crimes, given that the Algerian legislator was influenced by it.

» It is necessary to conclude regional and international agreements to enhance international
cooperation in combating electronic crime.
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