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Abstract:

Cultural security is a strategic necessity for the survival of nations, despite
the diversity of cultures and their differences in identities. It is one of the most
important pillars of national security as it enables the preservation of autonomy and
identity in the face of containment. However, it is currently facing a range of threats
resulting from globalization in all its aspects, including the threats arising from the
development of modern technologies. This has led to a shift in security concerns from
defensive strategies to many countries, including Algeria, which emphasizes in its
recent security discourse the need to address the threats posed by modern
technologies.
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Introduction:

The world entered a new phase as a result of a shift in the concept of power,
with cyber-attacks playing a significant role in this development, as well as the
acquisition of its basic elements, where the control of this space has become an
obsession that threatens the security of states in general, and most of the actors of
the international system, the latter of which witnessed the control of the cyber
domain as a new determinant for building state security in all its sectors,
especially cultural security, which prompted countries of the world, including
Algeria, to seek to develop policies and measures to reduce the danger of this
threat to the components of cultural security in Algeria.

On this basis, this paper addresses the following question:

- Can the Algerian security strategy minimize the danger of cyber space as a threat
to cultural security in Algeria?

For a more in-depth understanding of the topic, the following sub-questions can
be asked:

1- What is cyberspace?

2- Can cultural security be protected by limiting the flow of information and data
in cyberspace?

The paper is also based on the following hypotheses:

1- The degree of control over the state's cultural security increases with the flow
restriction and virtual world dominance.

2- The concept of power changes as the factors of control of information and
digitization change.

The methodological framework for resolving the aforementioned problem is by
following the phases of the descriptive approach and the elements of the next plan:
1. Conceptual framework of Security and cultural security

2. The concept of cyberspace and cyber security

3. The general scope of cyber threats in Algeria

4.  The reality of cyber security in Algeria between cultural security and
national security

5. Cyberspace threats to Algerian national security

6. Cyber space as a security threat in Algerian security policy

7. The challenges of cyber security in Algerian security strategy and its
Impact on cultural security

1. Conceptual framework of Security and cultural security

1.1 Concept of Security:

The concept of 'security’ takes on different values and definitions, and this fact is
supported by many trends that have emerged, especially after the end of the Cold
War, such as humanitarian security, shared security, common security, etc. These
formulations related to the concept of security are related to intellectual,
conceptual, and ideological considerations that define the meaning of 'security'
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and what is meant by it by each party or actor, and what is the most important
thing in it? and how can it be obtained? (Helga Haftendorn, 2005p.5)

During the Cold War, the concept of security was primarily linked to the issue
of state sovereignty, territorial integrity, political unity, and homogeneity. Since
the late 1980s, the focus of security studies (Barry Buzan, 1991,p.31), as a
discipline, has expanded and deepened to encompass economic, political, social,
and environmental issues, with a focus on individuals rather than the state as the
central concern in understanding security studies.

By the end of the 1980s, military thinking had clearly declined, leading to the

collapse of realistic ideas, and thus led to the downfall of realist ideas. (Olivier
Richmond, http https://cutt.ly/rw9FW3J6 ,2000)

The end of the Cold War marked a rapid shift in international policies, which put
realists on the defensive. Ken Booth emphasizes that the end of the Cold War led
to the emergence of new important non-state actors, where mutual dependence
developed, the importance of military power decreased, security challenges were
reviewed, and environmental and social issues emerged as new security issues.(
Alam Saleh, 2010, p.229)

1.2 . Defining cultural security

Cultural security is generally defined in terms of the absence of threats to culture
in its broadest sense, and on the other hand The set of actions that aim to create
conditions conducive to the development of culture to protect it and adapting to
changes, through a set of procedures, ideas, rules and laws that must be taken and
achieved in order to reach human development in its comprehensive sense and to

achieve safety, protection, freedom and progress.( Wahiba Boussadia, Sabrin
Hammoud, 2017, p.380).

Cultural security does not mean increasing the pace of censorship on culture in all
its 'languages, activities and means, nor does it mean submission to the
requirements of the prevailing and the absence of cases of creativity and initiative,
but rather it means the need to proceed from a civilized cultural vision in dealing
and communicating with all the affairs and issues of human culture, as all human
cultures start from a frame of reference, so that there is no human culture without
a frame of reference. So that there is no human culture without a frame of
reference or civilization, and true cultural openness cannot be achieved and
realized without a frame of reference that defines the criteria for cultural choice,
and history has not recorded for us that there is openness and communication
between human cultures has been achieved without the necessity of the
intellectual and cognitive foundations from which the choice of openness and
communication is based.( Ahmed Hussein, https://cutt.ly/Nw9FnkJw ,2018)

1.3 Cultural security as part of societal and civilizational security:

This dimension of security is difficult to separate from the political sector, which
is an extension of any dimension of security. Social and cultural threats can exist
within any country, and weak countries are often ill equipped to deal with
differences in identity and culture. Afghanistan can serve as an example of how
differences in culture, faith, and ethnicity contributed to the creation of tribal
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boundaries within the state, and how the state was unable to reconcile these clans.
According to some critics, these problems are being transferred to neighboring
Pakistan, which shares the same ethnic affiliations and identities. This example
shows that social and cultural security is linked to political-military security. Most
of the prevailing conflicts today are those related to the social and cultural
element, so it is important to consider this sector when studying security. (Barry
Buzan, Lene Hansen, 2012, p.16)

o The cultural security hierarchy can be defined as follows:
Table : (01) Cultural Security Hierarchies.

Content Type

An approach to policy, practice and service delivery based on positive Cultural
acceptance of Indigenous cultural values, perspectives and perceptions. | appropriateness
The ability to interpret how others perceive our local culture, to be able Cultural

to be objective when dealing with cultures different from our own and competence

to be able to interpret and understand the behaviors and intentions of
people from other cultures without judgment and without prejudice.
Whether or not Indigenous clients/patients/workers/employees and = Cultural safety
their families are "safe” from subtle and overt cultural violation while
engaging in a service.
Respect, guarantee and protect the cultural rights, values and | Cultural security
differences of indigenous peoples

Source: A cultural security framework , for Kimberley mental health/social and emotional
well-being and alcohol and other drug services, Developed by the Drug, Alcohol and Mental

Health subcommittee of the Kimberley Aboriginal Health Planning Forum, p11

2. The concept of cyberspace and cyber security:

2.1 Cyberspace:

The term "cyber" encompasses all aspects of electronic computer networks, the
Internet, and cyberspace encompasses electronic space, which encompasses
various applications, including WhatsApp, Facebook, and a multitude of others,
as well as all services. Which you perform, such as transferring money via the
Internet, purchasing online, and thousands of other services in all areas of life
worldwide.( Mona Abdullah Alsamhan, 2020, p.9)

Hence, the term "cyberspace,"” also known as “electronic space," refers to the
virtual computer realm, where all computer networks from around the globe
congregate. The cyberspace is what connects these devices to each other, by
creating a kind of connection between them. Through this connection, devices
are able to communicate seamlessly. (Margaret Rouse, 2023, https://cutt.ly/sw9FhCXv )
2.2 Cyber security:

"Cyber security" is the protection of things through information technology, such
as hardware and software, called "ICT,” which is short for Information
Communication Technologies.

The U.S. Department of Defense provided a precise definition of cyber security,
considering it to be "all necessary regulatory measures to ensure the protection of
information in all its physical and electronic forms from various crimes: attacks,
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sabotage, espionage, and accidents”. While the European Declaration considered
cyber security as "the ability of the information system to resist hacking attempts
that target data". It should be noted that cyber security is a broader concept than
information security. Cyber security is concerned with the security of everything
that exists in cyberspace other than information security, while information
security is concerned with the security of information. "Paper" physical security,
while cyber security is not concerned with that. .( Mona Abdullah Alsamhan, 2020, p.1)
3. The general scope of cyber threats in Algeria

3.1 The state level

One of the most significant deficiencies is present at the national-state level,
wherein the majority of current cyber policies are confined within national
boundaries. Furthermore, a viable international approach to cyberspace
governance has not yet been established. As a result, nation-states are confronted
with a challenging situation in this regard, as the utilization of cyberspace
discourages the principle of Total asymmetry, in the event that private and public
information systems are subjected to attacks by a small group of IT specialists
armed with sophisticated cyber techniques. One of the most apprehensive
conflicts in the cybersphere may manifest as a devastating cyberattack against a
nation's vital infrastructure, coupled with physical attacks, which may or may not
occur during a military conflict. Nonetheless, the prospect of cyberattacks during
a legitimate military conflict would not pose a concern to analysts, as the majority
of nations would be prepared for a conventional computer network attack against
the military communications infrastructure in the event of a full-blown conflict.
Since this threat is not new anymore, they have secured most countries maintain
their military communications reasonably well. The risk of asymmetric attacks
here is less significant compared to the weak civilian infrastructure. In general,
nation-states have already realized that the traditional army's role will diminish in
modern conflicts.( Heli Tiirmaa-Klaar, 2011, p.4)

3.2 The societal level:

This level of vulnerability to cyberspace is related to the social impacts of
suspicious online activities, which include the formation of social networks that
reduce trust between individuals, as well as methods used to incite, intimidate,
promote, or exclude societal actors or specific groups in society.

In another context, modern communication media have greatly accelerated the
methods of communication between individuals in the past few years in the
context of the transition to a modern digital society. Nonetheless, an excessive
dependence on these media can have a significant impact on a substantial number
of individuals, either directly or indirectly. It has been observed that identity theft
through social networks has been categorized as the most prevalent cyber threat
in recent years, and a significant number of individuals remain unaware of how
to safeguard their identity.

It is also possible that the Internet will be used during future conflicts to influence
international public opinion or the public opinion of a particular country, or a
group within a country. This will have a direct impact on societal security and
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cultural security. And restricting access to objective and correct information,
leaving society exposed to complete information exposure.

Table (02): Types of Cyber Threats

Types

Description

Source of threat

Cyber wars between hackers
in different countries and

Cyberattacks on individuals
and organizations from other

Various nationalities

countries
Using cyberattacks as a tool
to attack a particular ideology

against different nationalities
Cyber hostilities motivated
by ideological difference:
Russia-USA, Iran-USA

Cyber wars: India, Pakistan,

Different ideology

Using cyberattacks against | Different religion

Zionist entity and Palestine | those who challenge

religious beliefs and values
Targeting private companies | Financially motivated | Economically  privileged
in different countries cyberattacks against wealthy | classes

"corporations and

businessmen"
Source: Nir Kshetri and Lailani Laynesa Alcantara, Cyber-threats and cybersecurity challenges: A cross-cultural
perspective, Manuscript of a book chapter published by Routledge in The Routledge Companion to Cross-
Cultural Management on 24 April 2015, available online:
http://www.routledge.com/9780415858687

In the same context, the chart illustrates the types, sources and objectives of cyber
threats in their social and economic field, as they are characterized by
comprehensiveness, diversity and accuracy in determining the objectives and how
to reach them, based on the different motives that lead to cyber-attacks depending
on the type of mission assigned to the attackers or hackers, and the objective varies
according to the motive and the party behind it.

4. Reality of cyber security in Algeria between cultural security and national
security

4.1 Reality of cyber security in Algeria

The Global Cyber security Index issued by the United Nations International
Telecommunication Union (ITU) for 2019 shows that Algeria ranks 108th in the
world and 14th in the Arab world, a low ranking compared to the human and
material capabilities that Algeria possesses, and in order to enhance its capabilities
in this field and realize the shortcomings and gaps involved, it is necessary to give
the utmost importance to this topic, given its clear and serious impact on its
national security.

The same source also shows that the Internet penetration rate in Algeria has
reached 59.6% of the total population of about 44.23 million.

Despite the positive connotation of these figures about the reality of the Internet
in Algeria, which is an important step towards building a more inclusive
information society, it highlights the urgent need to increase cyber security
protection at the national level to enhance cyber security in Algeria.

According to the same report, the most important indicators of Algeria's cyber
security vulnerability are:
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- Preparedness for cyber-attacks: 0.262 out of 1

- Latest legislation in 2020: one

- Percentage of cell phones infected with malware: 26.47%, currently out of every
4 phones in Algeria, at least one has malware.

- Percentage of computers infected with malware: 19.75%.

- Percentage of users exposed to financial malware attacks: 0.5%.

This percentage in Algeria is acceptable compared to Denmark'’s best score of
0.1%, because Algeria does not yet have a significantly expanded e-money
ecosystem and malware is often spread through hacked or fraudulent websites or
spam.

However, this low ranking for Algeria can be linked to the Algerian societal
culture in cyberspace in general, as the Algerian often does not differentiate
between licensed or malicious applications, downloading applications or
programs from unreliable places that may contain spyware and data theft, and
even at the global level there is a statistic that 95% of hacks in the world are due
to human error. (Ali Majaldi, https://bit.ly/3EH6]k2, 2021)

In the same way, the number of social media subscribers in Algeria is estimated
at 25 million people, which represents 56% of the total population. Facebook is
the largest platform on which Algerians are registered, with 23 million Algerians,
and this particular network has become a means of spreading false news, rumors,
and incitement.

Looking at the list of the most visited sites by Algerians on a daily basis, we can
estimate the size of the risks that the Algerian individual may be exposed to in an
unmonitored environment that allows the dissemination of any news content
without verifying its authenticity.

It is also clear from the study of the same global index that the sites visited by the
Algerian individual via the Internet spend

- 18 minutes per day on Facebook.

- 18 minutes in YouTube.

- 15 minutes in Google.

All these sites are considered American, vulnerable and culturally distant from
the Algerian civilization, as the Algerian spends a total of 51 minutes a day on
these sites, drawing various challenges facing Algeria in this context, not the issue
of hacking and espionage, but of a different nature, mainly related to the
possibility of directing people's opinions or influencing them through political
propaganda in many ways.

4.2 The effects of websites and electronic media on the Algerian individual
When addressing the content of the relationship between cyberspace and cultural
security in Algeria, the framework of this topic extends beyond simply working
on the safety and security of computers to reach the point where it has a direct
impact on cultural security and even national security. Therefore, work must be
done to defend and confront various private electronic systems of a state. In light
of the imminent threats to sensitive networks and digital devices of major
institutions, controlling the exploitation of Internet networks, and controlling
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many strategic systems, in terms of monitoring all levels of information systems,
whether data or applications, this effect appears at first glance to be positive by
making electronic management, facilitating procedures, and bringing the
administration closer to the citizen, but This is not a positive matter, but rather
involves many negatives, as the security of individuals becomes directly exposed
and threatened.( Aisha Abdelhamid, Nawal Mellouk, 2020, P.222)

5. Cyberspace threats to Algerian national security

Cyberspace poses a number of threats to Algerian national security, some of
which can be identified:

- The world of cyberspace is increasingly interconnected, which expands the
risk of global infrastructure of cyber-attacks.

- The decline in the role of the state in light of globalization and its
withdrawal from some strategic sectors in favor of the private sector.

- The emergence of a new type of damage against the backdrop of cyber-
attacks, which can be caused by State A to State B without the need for physical
entry into its territory.

- The transformation of cyber warfare into one of the tools of information
influence at different levels of conflict phases.

- The use of cyberspace in maximizing the power of states, by creating an
advantage, superiority or influence" for states; cyber strategy in different
environments, thus the emergence of the so-called

- Widening the scope of the risks of hostile activities practiced by state and
non-state actors. It dictates the nature of the domain to which national security is
exposed to cyber risks.( Idris Attia, 2019,PP.100-123)

cyber-crimes: Which includes individuals or groups targeting electronic systems
for material gain, obtaining financial ransom, or to create disruption and
malfunction in them. According to a report issued by a website specialized in this
field, the average cost of cybercrimes for any organization increased by 23%
compared to last 2019. It may cost the world $10 trillion annually by 2025,
according to another report.

cyber attacks: Which usually aims to collect information for political motives or
to exploit it to mislead voters, for example, as happened in the presidential
elections in the United States in 2016, where investigations concluded that
countries intervened electronically to influence voters’ attitudes; what
contributed, in one way or another, to the victory of one candidate and the loss of
the other.(Steve Morgan, https://bit.ly/3dE5k96 ,2020)

Cyber terrorism: It is the combination of violence and the use of technology
with the era of globalization, the arena of international actors is expanding,
including: nation states, global and national governmental organizations,
supranational actors such as the European Union, international alliances whether
military, political, or both: Nation states, global and national governmental
organizations, supranational actors such as the European Union, international
alliances, whether of a military or political nature, or both, international non-
governmental or transnational organizations such as the Red Cross...,
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multinational criminal organizations, where they carry out hacking operations to
steal information, hack bank accounts, and steal credit cards. Force is considered
cyber terrorism if it is accompanied by political motives such as influencing
public opinion, government decisions, and national liberation movements are
among the most important non-state actors.( Noureddine Falak,
https://bit.ly/3IXMZrW, 2021)

5.1 Fields of cultural vulnerability in Algeria within the components of
cyberspace

- Exploiting youth through a huge amount of unofficial and incorrect information
in order to influence their tendencies towards escaping the legal and societal
controls that govern the state.

- Influencing the psychological aspect of the youth in particular and imposing a
special type of information and news that builds a pessimistic background for
these and may reach the stage of psychological destruction and the impossibility
of social inclusion and integration.

- Online accounts of unknown origin establish a distorted social reality that
directly affects the cultural upbringing of individuals, as they become socially
unrecognizable and have no clear affiliation.

- The continuous and serious exploitation of children under the age of 15 in
various fields of crime, from psychological, emotional and sexual exploitation to
direct guidance towards more serious and severe types of crimes that may reach
the execution of terrorist and criminal attacks.

- Algeria’s cyber vulnerability and weak infrastructure in this area jeopardizes the
electronic freedom of individuals, especially bank and postal accounts and the
websites of national and private companies and institutions, threatening direct
relations between individuals and the functionality of the state's electronic
infrastructure, creating a social disorder that may represent a multidimensional
societal threat.

- The spread of malicious activities through the Internet supported by a state,
targeting infrastructures or facilities, government institutions, industrial and
research networks, and capable of disrupting the operation of the state's critical
infrastructure

- The novel coronavirus pandemic has forced most educational institutions to
resort to distance learning plans, so that children can continue to learn, and this
means monitored and sometimes unmonitored use of computers, tablets and
smartphones, as most children spend their breaks playing on the web or visiting
websites, becoming the target of commercial advertisements, which raises the
question: How are children protected from this commercial exploitation? (Naila
Al-Salibi, https://bit.ly/3dwoOMm, 2020)

- The use of social networks and communication media to recruit youth and
children into religious, sectarian and community projects that deviate from the
social reality in Algeria, creating a distorted reality that is difficult to control in
the future.

1589


https://bit.ly/3IxMZrW
https://bit.ly/3dwoOMm

Nouri Aziz Slimane Samira

- Algeria is not immune to this phenomenon, as the transformations taking place
in the Arab region are part of a complex project that makes these cyber armies a

necessary tool to implement its various agendas.( Yasmine Belasel bint Nabi, 2021,
P.161)

6. Cyber space as a security threat in Algerian security policy

In addressing cyberspace as a security issue, Algerian security policy has elevated
the cyber issue to the realm of security issues, through the measures and policies
adopted by Algerian security agencies to reduce the seriousness of this threat to
Algerian national security in general, some of which can be identified in the joint
agencies that work in parallel with ministries and specialized agencies in the
Algerian police, the national gendarmerie, and at the head of which is the National
People's Army.

6.1 National Authority for the Prevention of ICT-related Crimes
Established by Law 09-04 on preventing and combating crimes related to
information and communication technologies, the National Authority is tasked
with promoting international judicial and security cooperation, managing and
coordinating preventive operations, and providing technical assistance to judicial
and security authorities, with the possibility of assigning it to carry out judicial
expertise in the event of attacks on information systems that threaten state
institutions, national defense, or the strategic interests of the national economy.

6.2 Specialized criminal judicial bodies:

Established by Law 14/04 of 10/11/2004, amending and supplementing the Code
of Criminal Procedure, specializing in crimes against automated data processing
systems in accordance with Articles 37, 329, and 40 of the Code of Criminal
Procedure, with extended territorial jurisdiction in accordance with Executive
Decree No. 348/06 of 2006/01/05. It considers cases related to information and
communication technologies committed abroad, even if the perpetrator is a
foreigner, if they target state institutions or national defense (Article 15 of Law
No. 09/04 3).

6.3 National Institute of Forensic Science and Criminology:

The Institute provides technical assistance, and the Department of Automated and
Electronic Information is in charge of processing, analyzing and presenting any
digital evidence that helps the justice system, as well as providing technical
assistance to investigators in inspections, and following the development of forms
of hacking crimes and software viruses on a network level, which is one of the
Institute's challenges in the medium and long term.

In the same context, the General Directorate of National Security is working on
the preventive aspect of combating cybercrime through its programming of
seminars, courses and awareness-raising visits in various educational levels, in
addition to participating in forums, seminars and study days, in order to build a
social barrier against this type of threats.( Ismail Jabouri, 2020, P.77)

6.4 Cyber Defense and Systems Security Monitoring Department:
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Establishing the Cyber Defense and Systems Monitoring Service, which works to
protect the state from all threats posed by cyber defense to security and even to
Algeria’s sovereignty, as all aspects related to achieving an integrated and
effective defense system will be covered to secure and protect Algeria’s vital and
sensitive systems and installations against cyber threats and terrorism and thwart
Every attempt to spy on Algeria's secrets.

The new department's mission is to plan, include and follow up on the progress of
activities to embody the comprehensive cyber defense policy aimed at ensuring
effective protection against cyber threats targeting information systems and
communication systems as well as the army's weapons system. (Boukbasha
Muhammad, 2017, pp.33-35)

The Army's cyber defense strategy revolves around seven pillars, the most
important of which are:

The functional and organizational aspect, so that cyber defense actions
within the Army are directed and implemented within a functional or
organizational chain dedicated to ensuring the homogeneity and effectiveness of
these actions.

The legal aspect in charge of constantly updating and strengthening the
legal framework related to the use of information and communication
technologies in general and securing information systems in particular.

The Army's cyber defense strategy also includes the human resources
aspect, which requires the readiness of a highly qualified technical human
resource in the field of cyber defense to ensure the successful introduction of this
field in the operational and management activities of the Army, as well as the
technical aspect in charge of strengthening and adapting the technical capabilities
to protect, detect and respond to cyber attacks, while ensuring constant vigilance
regarding the methods and means used by the attackers.

The preventive aspect is related to the prevention and sensitization of
People's National Army employees:

From the risks and threats that result from the use of ICTs in the professional or
personal context in an ongoing manner.

The research aspect: Research and development using special and
specialized technical means by the People's National Army's R&D structures,
especially those used to protect against cyber threats, is a crucial element of the
cyber defense strategy, along with the strengthening of cooperation in this field
with the armies of partner countries in order to allow the Algerian Army to benefit
from highly advanced technological expertise and means.

In this context, the Ministry of National Defense monitors on a daily basis 3,500
hacking attempts on the websites of its forces' commands and central directorates,
an average of 130,000 hacking attempts per year, by "hackers" from different
countries of the world, within the framework of what is known as "cyber warfare,"

which are thwarted by the army's engineers in this framework. (boukabcha Mohamed,
2017,p35)
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7. The challenges of cyber security in Algerian security strategy and its
Impact on cultural security

Algeria security approach to building a secure cyberspace faces several
difficulties and challenges because of the tremendous development of the virtual
world. Some of which can be summarized in the following points:

1- Technological and digital development and the expansion of the use of the
Internet, which allowed cybercriminal activists to expand their activities and
networks without sitting behind computer screens, making it difficult for security
authorities to find and know the nature of the cybercriminal.

2- The expansion of the use of social networks and related media, which has
increased the complexity and diversity of forms of cybercrime in Algeria.

3- The difficulty of keeping up with technological development by the Algerian
security authorities, which would overburden the limited financial resources. (Attia
Idris, 2019, pp.100-123)

4- Lack of coordination between governments and countries all over the world, as
cybercrime is borderless and fighting it requires coordination between all
countries of the world to achieve global security, which automatically translates
into national security.

5- Technological dependency and the large digital gap between the countries that
create and the countries that consume technology, whether in the field of
communication or in the field of protection.

6- The large societal gap between developed countries and their less developed
counterparts in the use of technological media, based on societal awareness, which
may be positive or negative depending on the understanding of the necessity and
purpose of using this modern digital revolution.

7- The absence of a digital societal culture and the lack of involvement of
individuals in developing their abilities to guard against the wrong and dangerous
use of Internet media in general.

Conclusion:

Despite the great efforts made by the Algerian state agencies in maintaining
digital security in all its varieties and manifestations, the link between this variable
and the daily use of individuals in society remains the most important point that
increases the complexity of the security threats coming from this expanding space.
Based on the above, we can conclude the following:

- The Algerian security system takes into account all types of cyber threats and
their political, military, economic and societal implications, and works to confront
them on a daily basis.

- The societal system in Algeria remains highly exposed with regard to the
excessive use of unprotected and sometimes unlicensed media and software,
resulting in the absence of privacy, even in its simplest form, for individuals or
even national institutions.
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- The weakness of the media system in Algeria and its lack of credibility may lead
to devastating results and serious repercussions on the social and cultural
upbringing of the Algerian individual in the future.

- Threats to the Algerian identity are increasing day by day in the context of the
abandonment of the pillars of the national culture under the direct influence of
foreign cultures through social media, which may create a distorted Algerian
identity in the future.

- Failure to invest in the human element and resource mortgages all the efforts
made by the state in maintaining security in cyberspace, as community awareness
Is the most important support and effective addition to the implementation of any
policy or strategy in this field, as the direct link between individuals and the origin
of electronic and digital security threats increases the difficulty of the work of the
agencies that are often at least one step behind in the process of confronting these
threats.

- The need to link and sensitize the citizen to the concept of cultural security in
the digital age we live in today, as community awareness and proper upbringing
Is the most important element to build a safe society in the future.

- Cyber threats represent a new type of security threats, which cannot in any way
be eliminated radically and in all countries of the world, so the role of civil society
and its various organizations (individuals, organizations, activists, institutions, , ,
, ), in reducing the dangers of these threats at the level of individuals and society,
as they are closer than the security services to them, within the framework of local
and local work.

- Less developed countries cannot match the speed of technology and media
development, so alternate measures must be established as part of any strategy to
combat cyber threats in all their manifestations. If the digital divide between
countries of origin and countries of consumption cannot be reduced now, raising
a digital generation that can compete at the medium and long-term level can start
now.
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