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Abstract:
This study aimed to put the light on cybercrime targeting the
security and safety of civil aviation and take note of all its theoretical
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and legal aspects. this type of crime is one of the most dangerous
modern crimes that incur civil aviation institutions large material and
human losses, this type of crime mainly affects the information systems
that depend on it flying a lot on a large scale, and the study also
reached a set of results, the most important of which are: that
cybercrime are crimes against cyber security, as they are various and
multiple crimes that the international community made efforts to
control and legalize, as recommended the study of the need to find the
necessary laws to curb these crimes because of its negative effects
reduce the credibility and reputation of civil aviation.

Key words: cybercrime, civil aviation, cyber security, legal efforts.
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' _Sensors (Basel), Smart Airport Cybersecurity: Threat Mitigation and Cyber
Resilience Controls, Published online 2018 Dec 21.
https://www.ncbi.nlm.nih.gov/pmc/articles/PMC6339064/?fbclid=IwAR3XVplwrPwy
nDZvMBIM7PCDKy2tKuTB_ wRcI2fY4YR8-21477Jq8fvikoM, check it out on
04/11/2019, at 16:12 pm.
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' - Civil Aviation Authority and Ministry of Transport & Communications:
Aviation Cyber Security Guidelines¢ Issued On: April 2019¢ P13
"' Civil Aviation Authority and Ministry of Transport & Communications¢
Aviation Cyber Security Guidelines , refeérence preécedente, p13.
12 _ Civil Aviation Authority and Ministry of Transport & Communications¢
Aviation Cyber Security Guidelines , réfeérence préceédente, p13.
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4. LES DOSSIER ,Cybermenaces visant le transport aerien , AAE DOSSIER
N°4,Toulouse-France, p81
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- cyber security in civil aviation, july 2015, for EALA prize 2015, p7
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