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The purpose of this research, is to study the content of 
the "Tallinn" Handbook, which addresses the most challenging 
questions, including those related to the rules of international 
law applicable in electronic warfare, as well as cyber attacks 
carried out by States, non-state actors. 

This research has also for objective, to highlight related 
terms, such as the notion of armed conflict in the context of 
electronic warfare, as a cyber-fighter, cyber-actor, and the 
need to respect the principles of International humanitarian 
law during cyber war armed conflict. 

Keywords: concept - electronic warfare - in light of the rules 
- of international law.
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 







 



1
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




. 





 




2013 (Manuel de Tallinn)



2007 





2 




(entités non étatiques)






 (drones armés) 
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






  

 
 

cyber power
 

 

 

  

 

 

cyber power) 

jus ad bellum 

 

 

 
 
 
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 

   

 (cyber actors) 
Manuel de Tallinn

95


3 
 


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2011
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
18 

 





2007


 



361977


 


2003




19 

 
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Cyber weapon
cyber storm
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5002012


120208201220 
2011

.




21


20072008 

cyber power)  

jus ad bellum 
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



2


422

6
 




68167



 
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129  







23 

 








24 


24


51Tallinn

51
25




 

 
18


95


 



 
 

129 
129  













26 

 
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2014Wales Summit Declaration32 

 


20







 
 

132 
129  


33

1949
1977Tallinn

 
2014 




Acts of War
Armed AttackRome Statute

––


The Right to Self-Defence34 

 






35 










36
Jus ad bellum

 
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 








 
      cyber power  


         
        

            
 





 

 
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 

 1. 
2–        

1242016 
http://www.colaw.uobaghdad.edu.iq/ArticleShow.aspx?ID=1405

020520162201. 
3 – See The Tallinn Manual's Rule 30,  North Atlantic Treaty Organization, 
Tallinn Manual on the Jnternatonal Law applicable to Cyber Warfare, 
NATO Cooperative Cyber Defence Centre of Excellence, Cambridge 
University Press, UK, 2013, p. 106 

 4            
         28062013  

 : https://www.icrc.org/ara/resources/documents/faq/130628-
cyber- warfare-q-and-a-eng.htm 16042016

1618. 

 5– 

6
14012016: http://www.almusallh.ly/ar/thoughts/633-vol-

44-38030420162144. 

7 
8ANN 

  http://www.anntv.tv/new/showsubject.aspx?id=101954#.VztrLTWLTIU 
060520162210. 

9 - Tallinn Manual on the Jnternatonal Law applicable to Cyber Warfare, 
Op. cit, pp.113-125. 

10
 

 11– 
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12ANN 
 

13

11042013: http://www.alarab.co.uk/?p=27010

120420162317 

14 - See ; Tallinn Manual on the Jnternatonal Law applicable to 
Cyber Warfare, Op. cit, pp. 96-103. 

 15 
16

 
 1710042013

:  
http://www.aljarida.com/news/index/2012595844/

230220161920. 
 185022013

:http://arabic.sputniknews.com/arabic.ruvr.ru/2013_02_05/103686032 
230220161555. 

 19
 

 20

   15052015   

:https://seconf.wordpress.com/2015/05/15/     

160420160658. 

21 
22 - Tallinn Manual on the Jnternatonal Law applicable to Cyber 
Warfare, Op. cit, pp.15-18. 
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23
 

http://www.ohchr.org/AR/Issues/DigitalAge/Pages/DigitalAgeIndex.aspx
160420160722 

2410042013
 

25
 

26 
2710042013

 
28

17042015: 
http://www.un.org/arabic/news/story.asp?NewsID=23351#.VztdkDWLTI

U120420161233. 
29

12192015: 

http://www.un.org/ar/events/crimecongress2015/cybercrime.shtml
110320162205. 

30
: 

-4242-318c-http://www.alkhaleej.ae/supplements/page/8e4a7054: - 
04a217c14923#sthash.Bs3r5p3h.dp-adea10042016

2316 
31ANN 

 
32 
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 3302042013
: http://techarabi.com/2631013042016

2000. 

34 " 
Cyber War" 

https://www.amad.ps/ar/Details/8097812052016
1210. 

35 ANN
 

36 


