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Abstract:
It has been fixed in the conscience of the social organization that digital storage

devices have a privacy that surpasses the one of houses and even bedrooms. The
setting of these devices, that is the job of the procedural authority, has became a real
menace to the individual liberties, namely the right of privacy. If this authority had
no access to the individual’s secrets, as long as the traditional standard failed to help
us in the adaptation of the inspection, privacy would be broken even more. Therefore,
there should be a new standard that works well with the new vision of privacy right.
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¢ Serge Guinchard, Thierry Debard, Lexique des termes juridiques 2017-2018, 25e éd, Dalloz,

France, 2018, terme « perquisition ».
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6y Cass crim. 26fivr 2014, N° 13-87.065 Bull. Crim. N°61 "Attendu que toute perquisition

implique la recherche, a l'intérieur d'un lieu normalement clos, notamment au domicile d'un

particulier, d'indices permettant d'établir I'existence d'une infraction ou d'en déterminer l'auteur ".

(7y Smith v. Maryland, 442 U.S. 735, 739-40 (1979) "search" is: government action that violates an
individual’s “reasonable” or “legitimate” expectation of privacy."

852 2 2004 « jan o e Brals colysSs Wy (IHY) pliszal e 2 A (i o SO sl de e (8)
9y Lorena Bachmaier Winter, « Section Il — Procédure pénale. Société de I'information et droit

pénal. Rapport Général », Revue internationale de droit pénal 2014/1 (Vol. 85), p 20.
(10y Olivier Decima ,les investigations numériques en procédure pénale francais: du piratage

informatique aux réquisitions et saisie numériques ? Revue la faculté de droit, université de
Galatasaray, 2017/1, p 3.
(11, Catherine Forget, La collecte de preuves informatiques en matiére pénale, in Pas de droit sans

Technologie (dir. JF Henrotte et F Jongen), CUP, Larcier, Bruxelles, 2015, p 253.
(12y Conseil de I’Europe, la criminalité¢ informatique ,(Recommandation no R (89) 9 sur la

criminalité en relation avec I’ordinateur et rapport final du comité européen pour les problémes
criminels, Editions du Conseil de I'Europe, Strasbourg, 1990, p 128.
(13y Catherine Forget, op cit, p 253 .
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Conseil de I’Europe, Rapport explicatif de la Convention du Conseil de I’Europe sur la

cybercriminalité. adoptés par le Comité des Ministres du Conseil de I'Europe a I'occasion de sa 109e
Session, le 8 novembre 2001, note 191.
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(18y Larguier Jean, Larguier Anne-Marie, La protection des droits de I'hnomme dans le proces pénal

dans le sens de la protection des droits des personnes suspectes ou poursuivies depuis l'enquéte
jusqu'a la fin du procés, Revue internationale de droit pénal, 1966, 37e année, p149.
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20yUnited States v. Galpin, 720 F.3d 436, 446 (2d Cir. 2013) ("Advances in technology and the

centrality of computers in the lives of average people have rendered the computer hard drive akin to
a residence in terms of the scope and quantity of private information it may contain.”)
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United States v. Gourde, 440 F.3d 1065, 1077 (9th Cir 2006). "The importance of this case is

considerable because, for most people, their computers are their most private spaces. People
commonly talk about the bedroom as a very private space, yet when they have parties, all the guests
- including perfect strangers - are invited to toss their coats on the bed. But if one of those guests is
caught exploring the host's computer, that will be his last invitation."

(22) United States v. Andrus, 483 F.3d 711, 718 (10th Cir. 2007) (“Apersonal computer is often a

repository for private information the computer’s owner does not intend to share with others. For

most people, their computers are their most private spaces.”

23y Olivier Decima ,op cit, p 8.
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(25) Orin S. Kerr, Search Warrants in an Era of Digital Evidence, Mississippi Law Journal, Vol 75,

Issue 1, (2005), p 97.
(26) Orin S. Kerr, Loc.Cit.

27y Orin S. Kerr,op cit, p 91. (“The dynamic is physical search, physical seizure, and then
electronic search”).

(28y James T. Stinsman, computer seizures and searches rethinking the application of the plain view
doctrine, Temple Law Review, Vol 83, ( 2011y, p 1100.

(29) See In re Search of 3817 W. West End, 321 F. Supp. 2d 953, 958 (N.D. Ill. 2004) (“It is

frequently the case with computers that the normal sequence of ‘search’ and then selective ‘seizure’
is turned on its head”).

30y Berman Emily, Digital Searches, the Fourth Amendment, and the Magistrates' Revolt, Emory
Law Journal, Emory University School of Law, Vol 68, Issue 1, 2018, pp 52 et ss.
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(34 Orin S. Kerr, Fourth Amendment Seizures of Computer Data, Yale Law Journal, Vol. 119,
Issue 4, (2010), pp 711-712.
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See United States v. Gorshkov, No. CR00-550C, 2001 WL 1024026, at *3 (W.D. Wash. May 23,
2001) (holding that copying computer files was not a seizure because it did not interfere with the

owner’s ability to access the information).

(36)United States v. Comprehensive Drug Testing, Inc., 621 F.3d 1162, 1176 (9th Cir. 2010).

Bl LY (3 a2 ol United States V. GOrshKov awas 3 5 2001 a6 (25 0 (5 lias oldl s (37)

g s Pt ey amil] ) ST e e 5 Ll i) (S 075 claglaal) o) i) dpiad ity e ) dilaial

P Lkl e 3em gl Slashal) (3 b 4zt o150 poi OF e 052 BY 9w azall ol ey e Jpoddl Il a o b S pusnd &

i ¥ S endl e O a8l coab ol cdarially SLiad 031 e Ui Jgnadhl 093 s 8 Slaglall ey il il oSG
UL W (] Jpod o il i 4 BV L G b e TGl d S e ) OF ) 8500 s

See United States v. Gorshkov, No. CR00-550C, 2001 WL 1024026, at *3 (W.D. Wash. May 23,

2001) (holding that copying computer files was not a seizure because it did not interfere with the

owner’s ability to access the information).

(38 Paul Ohm, The Fourth Amendment Right to Delete, Harvard Journal of Law. Vol 119, (2005),

pp 13-17.
39y Orin S. Kerr, Fourth Amendment Seizures of Computer Data, op cit, p 719.

@0yMark Taticchi, Note, Redefining Possessory Interests: Perfect Copies of Information as Fourth
Amendment Seizures, George Washington Law Review ,Vol 78 , (2010), p 478.
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Recent CaseFourth Amendment search and seizure and evidence retention Second Circuit Creates a
Potential "Right to Deletion" of Imaged Hard Drives .United States v. Ganias, 755 F.3d 125 (2d Cir.

2014) Harvard Law Review: Volume 128, Number 2, 2014, p p743-750.
@42)Mark Taticchi, Note, Redefining Possessory Interests: Perfect Copies of Information as Fourth

Amendment Seizures, Geo Wash L Rev, Volume 78, (2010), p 479.
@3)Susan W. Brenner & Barbara A. Frederiksen, Computer Searches and Seizures: Some

Unresolved Issues, Michigan Telecommunications and Technology Law Review, Vol. 8, Issue 39, p
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109 : (“When copying files, officers physically remove files from the owner's possession.
Therefore, it seems the act of copying should be a seizure. The officers are taking the owner's
property the information contained in the files.”).

@4)Orin S. Kerr, Fourth Amendment Seizures of Computer Data, op cit, p 709.
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(46) Orin S. Kerr, Searches and Seizures in a Digital World, op cit, p 551.

(47) Josh Goldfoot, The Physical Computer and the Fourth Amendment, Berkeley J. Crim. L. Vol

16, Issue 1, (2011), p 133.

(48) Orin S. Kerr, op cit, p 547.

49y Commonwealth v. Fulton, 179 A.3d 475 (Pa. 2018).
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Note: «Digital Duplications and the Fourth Amendment», HARV. L. REV. Vol. 129, (2016), pp
1048 et ss.
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United States v. Metter, 860 F. Supp. 2d 205, 212 (E.D.N.Y. 2012).
(52) Klayman v. Obama, 13-cv-851 (D.D.C. Feb. 10, 2014.)
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'y Article 5, alinéal de Loi n° 09-04 du 5 ao(it 2009 portant régles particuliéres relatives a la

prévention et a la lutte contre les infractions liées aux technologies de I’information et de la
communication stipule que ‘Les autorités judiciaires compétentes ainsi que les officiers de police

judiciaire, agissant dans le cadre du code de procédure pénale et dans les cas prévus par 1’article 4
ci-dessus, peuvent, aux fins de perquisition, accéder, y compris a distance".
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(58) Supreme Court of the United States, Carpenter v. United States, No. 16-402, 585 U.S. (2018).
59 Orin Kerr, When Does a Carpenter Search Startand When Does It Stop?,[Available

online].Retrieved November 26,2019,from ://www.lawfareblog.com/when-does-carpenter-search-
start-and-when-does-it-stop.

WS s 3 el (60)
1 "This case presents the question whether the Government conducts a search under the Fourth

Amendment when it accesses historical cell phone records that provide a comprehensive chronicle
of the user's past movements'

2 "Allowing government access to cell-site records contravenes that expectation.”
3 "With just the click of a button, the Government can access each carrier's deep repository of
historical location information at practically no expense."
4 "Accordingly, when the Government accessed CSLI from the wireless carriers, it invaded
Carpenter's reasonable expectation of privacy in the whole of his physical movements."
5 "We decline to grant the state unrestricted access to a wireless carrier's database of physical
location information."

S 1S el L e (61
1'The case before us involves the Government's acquisition of wireless carrier cell-site records

revealing the location of Carpenter's cell phone whenever it made or received calls.”
2“The Government's acquisition of the cell-site records was a search within the meaning of the
Fourth Amendment.”

3"Having found that the acquisition of Carpenter's CSLI was a search, we also conclude that the

Government must generally obtain a warrant supported by probable cause before acquiring such
records."

4 "The Government's acquisition of the cell-site records here was a search under that Amendment."
5 "Before compelling a wireless carrier to turn over a subscriber's CSLI, the Government's
obligation is a familiar one get a warrant."
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